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Foreword

Digitisation is currently one of the most pressing issues in the realms of business and
administration. Meanwhile, the challenges related to information and cyber security are
constantly on the rise, whether in connection with networking and mobile work or
increasingly sophisticated cyber attacks. IT-Grundschutz is one of the BSI's primary offerings
in its effort to make digitisation secure. For over 25 years, it has been a methodology, an
instruction manual, a set of recommendations, and a globally recognised standard all in one. It
can be applied by any organisation that wants to secure its IT systems and data networks (and
thus its business or administrative processes) according to the state of the art in the age of
digitisation. Tried and tested publications are supplemented by training courses and personal
certifications, where over 1,000 IT-Grundschutz practitioners and nearly 100 certified IT-
Grundschutz consultants support organisations in dealing with all their real-world challenges
in information security.

The current edition of the IT-Grundschutz Compendium once again offers broad, up-to-date,
and proven expertise in all aspects of this field. Just as information security is a process that
must be continuously used and implemented by many participants, the IT-Grundschutz
Compendium is also constantly being developed, advanced, and updated. The latest findings of
the BSI on vulnerabilities and attack methods are incorporated into IT-Grundschutz, as are
new technologies and fields of application for digitisation.

One of the new topics in the IT-Grundschutz Compendium 2021 is automated and connected
driving, and it comes with a corresponding new module with security requirements for
vehicles. Another new module shows how web applications can be developed securely. The IT-
Grundschutz Compendium can be the first step in establishing an information security
management system, or simply a means of initial orientation. However you choose to apply it,
it is the key to information security in your organisation.

[ wish you every success in implementing IT-Grundschutz.

Arne Schonbohm

President of the Federal Office for Information Security
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Elementary Threats



G 0.1 Fire

Fire can cause serious damage to people, buildings and their equipment. In addition to the
direct damage caused by fire, there may be consequential damage whose effects, especially to
information technology, can reach catastrophic proportions. For example, damage from the
water used to fight the fire can occur not only at the immediate site of the fire. It can also occur
in lower parts of buildings. Burning PVC generates chlorine gases that form hydrochloric acid
when they come into contact with moist air and extinguishing water. If the resulting
hydrochloric acid vapours are spread via the air conditioning system, sensitive electronic
devices located in a part of the building far from the site of the fire may be harmed. However,
even "normal" smoke generated by a fire and spread by the air conditioning system can cause
damage to the IT equipment.

Fires can be started by careless handling of sources of fire (e.g. unattended open flames,
welding and soldering work, etc.), but also through improper use of electrical equipment (e.g.
unattended coffee machines, overloaded power strips). Technical defects in electrical devices
can also start a fire.

The following factors can help spread a fire, among other factors:

¢ Wedging open doors separating fire zones

e Improper storage of flammable material (e.g. waste paper)

¢ Failure to observe relevant standards and regulations for preventing fires
e Absence of fire detection and alarm systems (e.g. smoke detectors)

¢ Missing or unusable hand-held fire extinguishers or automatic extinguishing equipment (e.g.
gas extinguishing systems)

e Poor fire prevention measures (e.g. the absence of fire seals in cable trays or the use of
unsuitable insulation materials in heat and noise insulation).
Examples:

¢ In the early 1990s, a mainframe computer centre near Frankfurt suffered catastrophic fire
damage that lead to its complete failure.

¢ Small electrical appliances such as coffee machines and table lamps are frequently installed
improperly or in the wrong place, and can then cause fires.



G 0.2 Unfavourable Climatic
Conditions

Unfavourable climatic conditions such as heat, frost or excessive humidity can lead to different
kinds of damage, such as malfunctions in technical components or damage to storage media.
These effects can be aggravated by frequent fluctuations in the climatic conditions. Conditions
such as these can also mean that people are no longer able work or are even injured or die.

Each person and each technical device has a temperature range within which their normal way
of working (people) or proper functioning (devices) is ensured. A rise or fall in the ambient
temperature to a value outside that range could result in shut-downs, non-productive times,
operational malfunctions or equipment failures.

The windows in server rooms are frequently opened for ventilation purposes in an
unauthorised manner. During seasons in which the outside temperature varies greatly (in the
spring or autumn), open windows can cause large temperature fluctuations, and humidity
levels may exceed the permissible upper limit due to the sudden drop in temperature.

Examples:

¢ At midsummer temperatures and without adequate cooling, IT devices may fail because the
temperature is too high.

e An IT system that is too dusty may overheat.

o If the temperature is too high, magnetic storage media may be demagnetised.



G 0.3 Water

Water may impair the integrity and availability of information that is stored on analogue and
digital data media. Information stored in the memory of IT systems is also at risk. The
uncontrolled flow of water into buildings or rooms can be caused by the following, for
example:

¢ disruptions to the water supply or sewer system

defects in the heating system

defects in air conditioning systems connected to a water supply

defects in sprinkler systems

water used to extinguish a fire

¢ sabotage using water, for example by turning on the water taps and blocking the drains.

Regardless of how the water enters a building or room, there is a danger that it will damage the
supply systems or IT components or put them completely out of operation (short-circuits,
mechanical damage, rust, etc.). Especially if central building supply system equipment (main
distributors for the electrical, telephone, or data systems) is installed in rooms in the basement
not equipped with automatic water drainage equipment, then water entering these rooms can
cause large amounts of damage.

Problems may also be caused by frost. For example, pipes in areas subject to frost can start to
leak if water remains in them during prolonged frost. Existing thermal insulation can also
succumb to frost over the course of time.

Example:

¢ In aserver room, a water pipe was routed under the ceiling and then enclosed with
plasterboard. When a leak arose in one of the water pipe connections, it was not detected
promptly. The water that escaped formed a pool at the lowest point of the plasterboard
enclosure first before it escaped from there, causing a short-circuit in a power distributor
located beneath it. As a result, both the water and the power supply in the affected part of the
building had to be switched off completely until the repair work was finished.



G 0.4 Pollution, Dust, Corrosion

In addition to electronics, many IT devices also contain mechanical operating components, as
is the case for hard disks and removable disks, DVD drives, printers, scanners etc., and also for
processor and power supply unit fans. The increasing demands on the quality and speed of
these components means they must operate more and more precisely. Even minor
contamination can cause a device to malfunction. For example, dust and pollution can occur
to a larger extent when the following activities are carried out:

e work on walls, raised floors, or other parts of the building-
e hardware upgrades.

¢ unpacking of devices (e.g. Styrofoam packaging materials).

In most cases, the safety circuits built in to the devices switch them off in time. This keeps
direct damage to the device, repair costs and downtime low, but will result in the affected
device not being available.

Moreover, devices and the infrastructure can be affected by corrosion. This may even
negatively impact building safety, not just the IT.

Corrosion can also lead indirectly to other threats. For example, water can leak from corroded
areas (see G 0.3 Water).

In general, pollution, dust or corrosion can cause failures of or damage to IT components and
supply systems. As a result, proper information processing may be impaired.

Examples:

e Aserver was installed in a media room together with a copying machine and a fax machine,
after which the processor fan and the power supply fan slowed down due to the large
amount of dust in the room. The failure of the processor fan caused the server to crash
sporadically. Eventually, the power supply unit fan failed too, causing the power supply unit
to overheat and short-circuit, which in turn resulted in the total failure of the server.

¢ To hang a wall panel in an office, holes were drilled into the wall by the building services
personnel. The employee left his office for a short time so the work could be done. When he
returned to his workplace, he discovered that his PC no longer worked. The failure was
caused by the dust generated by the drilling, which had penetrated into the PC power supply
unit through the ventilation slots.



G 0.5 Natural Disasters

Natural disasters refer to natural changes which have devastating consequences for people and
infrastructures. Causes of natural disasters may include seismic,climatic or volcanic
phenomena such as earthquakes, flooding, landslides, tsunamis, avalanches and volcanic
eruptions. Examples of extreme meteorological phenomena include thunderstorms,
hurricanes, or cyclones. Depending on the site of the organisation, it is exposed to the risks
from the various types of natural disasters to different degrees.

Examples:

e For computer centres in flood-prone regions, there is often the particular risk of water
entering the building in an uncontrolled manner (flooding or rise in groundwater level).

¢ The frequency of earthquakes and thus also the associated risk depends to a large extent on
the geographical location.

Regardless of the type of natural disaster, there is also a danger in regions which are not
directly affected that supply systems, communication links or IT components are damaged or
put completely out of operation. Especially if central building supply system equipment (main
distributors for the electrical, telephone, or data systems) fails, this can cause major damage.
Operating and service personnel may be denied access to the infrastructure due to extensive
restricted areas.

Examples:

e Many businesses, even large companies, do not take the danger of flooding seriously enough.
For example, one company was "surprised” several times by flood damage to their computer
centre. The computer centre was literally washed away twice within 14 months. The
resulting damage was estimated to be several hundred thousand euros and was not covered
by insurance.

e An IT system is located at a site where the geographical location is known for its volcanic
activity (intermittent phenomenon for which the emission phases alternate with sometimes
long non-emission phases).



G 0.6 Catastrophes in the Vicinity

A public authority or a company may be damaged if there is a serious accident in the
environment, for example a fire, an explosion, the release of toxic substances or the emission of
dangerous radiation. Here, the risk is not only posed by the event itself, but also by activities
which often result from these events, such as road closures or rescue measures.

The properties belonging to an organisation may be subject to a variety of threats from the
environment, among other things due to traffic (roads, railways, air, and water), neighbouring
businesses, or residential areas.

Prevention or rescue measures may also directly affect the organisation's properties. Such
measures can also mean that employees cannot reach their workplaces or that personnel
require evacuation. However, problems may also indirectly affect an organisation due to the
complexity of the building services and IT equipment.

Example:

¢ A huge cloud of smoke developed due to a fire in a chemical plant located in the immediate
vicinity of a computer centre (approximately 1000 metres away). The computer centre had
an air conditioning and ventilation system that was not equipped with an outside air
monitor. [t was only the attentiveness of an employee (the accident occurred during working
hours) who followed the development and spreading of the smoke cloud that allowed the
outside air intake to be closed manually before it was too late.



G 0.7 Major Events in the Vicinity

Large events of all kinds can lead to disruptions of the normal operation of a public authority
or company. Such events include street festivals, concerts, sporting events, labour disputes, and
demonstrations. Rioting in connection with such events can have additional side-effects
ranging from intimidation of the organisation's personnel to the use of violence against
personnel or the building.

Examples:

e During the hot summer months, a demonstration was held in the vicinity of a computer
centre. The situation escalated and led to violence. One window of the computer centre
facing a side street was left open. A demonstrator entered through the window and took the
opportunity to steal hardware which contained important information.

¢ An electrical power line was cut accidentally while setting up a large funfair. This lead to a
power failure in the computer centre supplied with power by this line, although the centre's
emergency power system was able to take over and provide power.



G 0.8 Failure or Disruption of the
Power Supply

In spite of high levels of service security, power supply disruptions still occur regularly at
power distribution system operators or power supply companies. Most of these malfunctions
are so short (less than one second long) that consumers do not even notice them. However,
interruptions lasting longer than 10 ms can cause disruptions to IT operations. In addition to
malfunctions in the power supply system, however, switching off equipment when performing
scheduled maintenance or cables damaged by excavation work can also cause the power
supply to be disrupted.

Note that not only the obvious, direct consumers of electricity (PCs, lighting, etc.) depend on
the power supply. Infrastructural equipment today often requires electricity, such as elevators,
air conditioning technology, hazard alarm systems, security locks, automatic door closing
systems and sprinkler systems. Even the water supply in high-rise buildings relies on electricity
to generate water pressure on the upper floors using pumps. If the power supply disruptions
occur over longer periods of time, disruption of infrastructural equipment can mean that no
more activities can be carried out in the affected areas.

Apart from disruptions, other malfunctions of the power supply can also impair operations.
Overvoltage, for example, can result in malfunctions or even damage to electrical devices.

It must also be noted that the organisation's own business processes may also be affected by
disruptions or malfunctions of the power supply in the neighbourhood under certain
circumstances, for example if access roads are blocked.

Examples:

e Dueto an error in the UPS of a computer centre, the UPS did not switch back to normal
operation after a brief power failure. After about 40 minutes, the batteries were empty and all
the computers in the affected server room failed.

o At the start of 2001, a power emergency in California lasted over 40 days. The power supply
situation was so tight that the Californian Independent System Operator mandated rolling
blackouts. These power outages, which lasted up to 90 minutes, not only affected
households, but also companies in the high-tech sector. Since the power failure also caused
alarm systems and surveillance cameras to be switched off, the power supply company kept
their rolling blackout timetables secret.

¢ In November 2005, heavy snowfalls in Lower Saxony and North Rhine-Westphalia left many
communities without power supply for days because many high voltage pylons had been
toppled under the snow and ice load. It took several days to restore power.



G 0.9 Failure or Disruption of
Communication Networks

Today, many business processes require at least temporarily intact communication links, either
by telephone, fax, e-mail or other services using local area networks (LAN) or wide area
networks (WAN). If some or several of these communication links fail over a longer period of
time, this may have the following consequences:

¢ business processes can no longer be carried out, since necessary information cannot be
retrieved.

e customers can no longer contact the organisation for questions.

e orders cannot be placed or completed.

If time-critical IT applications are run on IT systems that are connected via wide area
networks, then the initial damage and consequential damage possible are correspondingly
high if no alternative methods are available (such as connecting to a second communication
network).

Similar problems may occur if there are malfunctions in the required communication
networks, but without a complete failure. For example, communication links may also a have a
higher error rate or other quality defects. Incorrect operating parameters may also lead to
impairments.

Examples:

e Today, the Internet has become an indispensable means of communication for many
organisations, among other things, to retrieve important information, to present themselves
and to communicate with customers and partners. Companies which specialise in Internet-
based services particularly depend on a properly functioning Internet connection.

¢ Asnetworks converge, voice and data services are often transported using the same
technical components (e.g. VoIP). This, however, increases the risk that the voice services and
data services fail at the same time if there is a malfunction in communications technology.



G 0.10 Failure or Disruption of
Supply Networks

Buildings normally house a number of basic supply and disposal networks that therefore serve
as a foundation for all business processes in an organisation, including its IT. Examples of such
supply networks include the following:

e electrical power

¢ telephone

e cooling

¢ heating and ventilation

e water and waste water

e fire-fighting water supply

e gas

¢ alarm and control systems (e.g. for intrusion, fire, building management)

e intercom systems

Amongst other things, the failure or malfunction of a supply network can mean that people
can no longer work in the building or that IT operations and thus information processing are
impaired.

The networks are mutually dependent to varying degrees, which means that operational
disruptions in any of the individual networks will also affect the other networks.

Examples:

¢ Afailure of the heating or ventilation may mean that all employees have to leave the affected
buildings. Under certain circumstances this can result in high damages.

e A power failure will not only have a direct impact on the IT, but also on all other networks
and systems equipped with electrically operated monitoring and control technology. There
may even be electric lifting pumps installed in the sewage pipes under certain
circumstances.

¢ Afailure of the water supply may eventually affect the operation of air conditioning systems.



G 0.11 Failure or Disruption of
Service Providers

Today, hardly any organisation is able to function without service providers such as suppliers
or outsourcing providers. When organisational units depend on service providers, failures of
outsourced services may impair the ability of the organisation to perform its tasks. The partial
or full failure of an outsourcing service provider or a supplier may have a major effect on
business continuity, and especially on critical business processes. There are various different
causes for these failures, such as bankruptcy, unilateral termination of the contract by the
service provider or supplier, operational problems such as forces of nature or a shortage of
personnel. Problems may also occur if the services rendered by the service provider do not
meet the quality requirements of the customer.

It must also be noted that service providers also often use subcontractors in order to be able to
provide the customer with their services. Malfunctions, defects in the quality and failures on
the part of the subcontractors may therefore also indirectly result in impairments at the
customer.

Failures of IT systems at the service provider or of the communication links to the service
provider may also cause impairments of the customer's business processes.

Retrieval of outsourced processes, if necessary, may be very difficult, for example since the
outsourced processes are not documented adequately or because the previous service provider
does not support the return of the processes into organisation's own infrastructure.

Examples:

¢ One company installed its server in the computer centre of an external service provider.
After a fire in this computer centre, the financial department of the company was unable to
function. This resulted in significant financial losses to the company.

¢ The just-in-time production of a company was dependent on timely deliveries of supplies
and materials by an external service provider. After one of the service provider's vans
malfunctioned, the delivery of urgently needed parts was drastically delayed. Thus, it was not
possible to supply a number of customers in a timely manner.

e Abank contracted a cash-in-transit company for all cash transports. The cash-in-transit
company then unexpectedly declared bankruptcy. The contract negotiations and route
planning with the new transportation company took several days. As a consequence, this led
to serious problems and long delays in the transportation of cash to and from the branch
offices of the bank.



G 0.12 Electromagnetic
Interference

Today, information technology consists of electronic components to a large extent. Optical
transmission technology is also increasingly used, but computers, network switching elements
and storage systems, for instance, usually contain a very large number of electronic
components. The function of electronic devices can be impaired or even damaged by
electromagnetic interference radiation acting on such components. As a consequence, this may
result in failures, malfunctions, incorrect processing results or communication errors amongst
other things.

Wireless communication can also be impaired by electromagnetic interference. Under certain
circumstances, a sufficiently strong interference of the frequency bands used is enough to
cause electromagnetic interference.

In addition, information that is stored on certain types of storage media may be deleted or
corrupted by electromagnetic interference. This applies particularly to magnetisable storage
media (hard disks, magnetic tapes etc.) and semiconductors. These storage media may even be
damaged by electromagnetic interference.

There are many different sources of electromagnetic fields or radiation, for example wireless
networks such as WLAN, Bluetooth, GSM, UMTS etc., permanent magnets and cosmic
radiation. Moreover, each electrical device emits more or less strong electromagnetic waves
which can be spread through the air, amongst other things, and along metallic conductors (e.g.
cables, air conditioning ducts, heating pipes etc.).

In Germany, the Electromagnetic Compatibility Act (EMVG) contains rules with respect to this
topic.



G 0.13 Interception of
Compromising Interference
Signals

Electrical devices emit electromagnetic waves. With devices that process information (e.g.
computers, monitors, network switching elements, printers), these emissions can also contain
the information currently being processed. Emissions carrying such information are referred
to as compromising interference signals. An attacker who is in a neighbouring building or even
in a vehicle parked in the vicinity, for instance, may try to receive these signals and reconstruct
the processed information based on them. The confidentiality of the information is therefore
questionable. A possible objective of such an attack is industrial espionage.

The limit values of the Electromagnetic Compatibility Act (EMVG) are generally not low
enough to prevent someone from intercepting the compromising interference signals. If this
risk cannot be accepted, additional safeguards must therefore be taken as a general rule to
prevent this.

Compromising signals are not limited to electromagnetic waves. Sound waves, for example
when using printers or keyboards, may also be used under certain circumstances to obtain
useful information.

« It must also be noted that compromising interference signals are also caused or
increased by external manipulation of devices in certain cases. If, for example, a device
is irradiated with electromagnetic waves, it may happen that the reflected waves
contain confidential information.



G 0.14 Interception of Information
/ Espionage

Espionage refers to attacks with the aim of collecting, evaluating and processing information
about companies, people, products or other target objects. The processed information can then
be used, for example, in order to obtain a specific competitive edge for another company,
extort people or be able to copy a product.

In addition to the large number of technically complex attacks, there are often much simpler
methods for obtaining valuable information, for example, by combining information from
several publicly accessible sources, which seem to be harmless separately, but can be
compromising in other contexts. Since confidential data is not adequately protected in many
cases, it is possible to obtain this data using visual, acoustic, or electronic methods.

Examples:

e Many IT systems are protected against unauthorised use by identification and
authentication mechanisms, for example in the form of user ID and password verification.
However, if the passwords are transmitted in unencrypted form over lines, it may be possible
for an attacker to read the passwords under certain circumstances.

¢ In order to be able to withdraw money from an automatic cash dispenser, the correct PIN
must be entered for the debit or credit card. Unfortunately, the privacy protection offered by
these machines is often inadequate, and an attacker can watch customers entering their
PINs simply by looking over their shoulder. If the attacker is then able to steal the card later,
they can use it to raid the account.

¢ To obtain access rights to a PC or to otherwise manipulate the PC, an attacker could send the
user an e-mail containing a Trojan horse disguised as a supposedly useful program. In
addition to the direct damage caused by Trojan horses, they may also be used to collect a
wide range of information on the individual computer, and possibly even on the local
network. In fact, the goal of many Trojan horses is to obtain passwords or other access data.

¢ In many offices, the workplaces are not properly protected to prevent people nearby from
listening in on conversations. This way, colleagues, but also visitors may listen in on
conversations and may obtain information that was not intended for their ears or is even
confidential.



G 0.15 Eavesdropping

Eavesdropping refers to targeted attacks to communication links, conversations, sound sources
of any kind or IT systems in order to collect information. This starts with undetected, secret
eavesdropping on a conversation and extends up to highly technical, complex attacks in order
to intercept signals that are sent via radio or lines, e.g. by means of antenna or sensors.

Due to the low risk of detection, line or radio communications tapping is a potential threat to
information security that should not be overlooked. Basically, there is no such thing as a cable
impervious to eavesdropping. Due to the low risk of detection, line tapping is a potential threat
to IT security that should not be overlooked. Whether a line is actually being tapped can only
be determined using sophisticated instruments.

The insecure transmission of authentication data using plain text protocols like HTTP, FTP or
Telnet is especially critical, since they can easily be analysed automatically due to the clear
structure of the data.

The decision to eavesdrop on information somewhere basically depends on whether the
information that could be obtained is worth the technical and financial expenditure and the
risk of detection. This question can only be answered by knowing what capabilities the attacker
has and what their particular interests are.

Examples:

¢ In the case of telephone calls, an attacker may be interested in more than just listening in on
conversations. The information which is transmitted during signalling can also be misused
by an attacker, e.g. if the password is transmitted as plain text when a user logs in due to an
incorrect setting on the end device.

e [f wireless transmission is unprotected or inadequately protected (e.g. if a WLAN is only
secured using WEP), an attacker can easily tap the entire communication.

e E-mails can be read anywhere along their journey through the Internet if they are not
encrypted. Unencrypted emails should therefore not be compared to letters in the classical
sense, but rather to postcards.



G 0.16 Theft of Devices, Storage
Media and Documents

The theft of storage media, IT systems, accessories, software or data not only results in the
expense of having to replace the equipment or restore it to working order, but also in losses
resulting from a lack of availability. If confidential information is disclosed due to the theft,
this can cause additional damage. Mobile IT systems, which are easy to transport
inconspicuously, are often targeted for theft as well as servers and other expensive IT systems.
However, there are also cases where storage media, such as documents or USB sticks, were
stolen specifically in order to obtain access to the confidential information stored on them.

Examples:

During the spring of 2000, a notebook disappeared from the US State Department. In an
official statement, it was stated that the possibility that the notebook contained confidential
information could not be ruled out. Nor was it known whether the device was protected
against unauthorised access by encryption or any other means.

In a German government office, several break-ins occurred through the same unprotected
window. Some mobile IT systems disappeared in addition to other valuable items. It was
impossible to completely rule out the possibility that documents had been copied or
manipulated.

In the United Kingdom, there was a series of data privacy violations in which confidential
documents were disclosed because the corresponding storage media had been stolen. In one
case, several computer hard disks containing highly personal information recorded during
security checks of staff were stolen from the Royal Air Force.

An employee of a call centre made copies of large amounts of confidential customer data
shortly before he was forced to leave the company. After leaving the company, he sold the
data to competitors. Since details of the incident eventually reached the press, the call centre
lost many important customers.



G 0.17 Loss of Devices, Storage
Media and Documents

There are a variety of causes that can lead to the loss off devices, storage media and documents.
Availability is directly affected, but confidential information may also fall into the wrong hands
if the storage media are not completely encrypted. There are costs associated with the
replacement of devices or storage media; even if they reappear, information may have been
disclosed or undesired programs may have been installed.

End devices and mobile storage media in particular can be lost easily. Today, huge amounts of
data can be stored on small memory cards. However, there are still regular occurrences of
documents in paper form accidentally left behind, for example in restaurants or on public
transportation.

Examples:

e An employee uses her journey to work in the tram to look through some documents. In the
rush to get off the tram at her stop, she accidentally leaves the papers on the seat next to her.
The documents are not of a confidential nature, but several signatures of senior managers
must be obtained again as a consequence.

¢ At abig public event, an employee accidentally drops a memory card with confidential
calculations on the floor without noticing this when he is looking for something in his
briefcase. The finder sifts through the content on their laptop and sells the information to
competitors.

¢ A manufacturer sends CDs with software updates for troubleshooting purposes to customers
by post. Some of these CDs are lost on the dispatch route without the sender or recipients
being informed about this. As a result, the customers affected have to deal with malfunctions
of the software.



G 0.18 Poor Planning or Lack of
Adaptation

If organisational procedures that are used directly or indirectly for information processing are
not designed properly, security problems may arise. Although each individual process step is
carried out correctly, damage is often caused because processes are incorrectly defined in their
entirety.

Another possible cause for security problems is dependencies with other processes which are
not obviously related to information processing themselves. These dependencies may be easily
overlooked during the planning phase and thus cause impairments during operations.

Moreover, there may be security problems when tasks, roles or responsibilities are not clearly
assigned. Amongst other things, this may result in procedures being delayed, security
safeguards neglected or rules disregarded.

There is also a risk if devices, products, procedures or other means are not used properly to
realise information processing. The selection of an unsuitable product or vulnerabilities, for
example in the application architecture or in the network design, may lead to security
problems.

Examples:

¢ If maintenance or repair processes are not adjusted to the technical requirements, this may
result in unacceptable downtimes.

¢ Anincreased risk may arise from attacks to the organisation's own IT systems if security-
related requirements are not taken into account when purchasing information technology.

e [f the consumables required are not provided in a timely manner, the IT procedures that
depend on them may come to a standstill.

¢ Vulnerabilities may occur if unsuitable transmission protocols are selected when planning
an IT procedure.

Information technology and the entire environment of a public authority or company are
constantly changing. Such changes can include the addition or relocation of an employee, the
purchasing of new hardware or software, or a company supplying operating resources
declaring bankruptcy. Threats can result from not taking necessary organisational and
technical adjustments into consideration, or only doing so to an insufficient extent.

Examples:

¢ Due to changes made to the construction of a building, the existing escape routes were
changed. Since the employees were not adequately informed of the altered escape routes, the
building could be evacuated in the required time.

e When transmitting an electronic document, no one checked if the document was sent in a
data format that could be read by the recipient.



G 0.19 Disclosure of Sensitive
Information

Confidential data and information must only be accessible by those persons who are
authorised to access it. In addition to integrity and availability, confidentiality is one of the key
security objectives. For confidential information (such as passwords, personal data, confidential
company or governmental information, or development data), there is an inherent danger that
it will be disclosed through technical failures, carelessness, or even deliberate action.

Access to confidential information can be gained from a variety of sources, for example:

e storage media in computers (hard disks)

e removable storage media (USB sticks, CDs, or DVDs)

e in printed form on paper (printouts, files)

e transmission routes used during data transmission

There are various ways of actually obtaining information, for example:

¢ reading files without authorisation

thoughtlessly passing on information, e.g. in the course of repair orders

deleting or destroying storage media inadequately

stealing the storage medium for later evaluation

tapping transmission lines

infecting IT systems with malware

¢ viewing information on the screen or eavesdropping on conversations

Serious consequences can result for an organisation when sensitive information is disclosed. A
loss of confidentiality can have the following adverse effects, among others, on an
organisation:

e violations of laws, for example laws relating to data protection or banking secrecy

* negative internal effects, for example a loss of employee morale

negative external effects, for example poorer relationships with business partners or the loss
of customer trust

financial effects, e.g. damage claims, fines, and court costs

e impairment of the right to informational self-determination.

Aloss of confidentiality is not always detected immediately. In many cases, it only becomes
apparent later, e.g. by means of press enquiries, that unauthorised persons have gained access
to confidential information.

Example:



e Buyers of used computers, hard disks, mobile phones or similar devices often find strictly
confidential information such as patient data or account numbers on them.



G 0.20 Information or Products
from an Unreliable Source

If information, software or devices are used that come from unreliable sources or whose origin
and correctness have not been sufficiently verified, their use can involve high risks. This can
lead, among other things, to business-relevant information being based on an incorrect
database, to calculations producing incorrect results or to incorrect decisions being made. At
the same time, the integrity and availability of IT systems may also be impaired.

Examples:

Recipients may be misled by e-mails, whose origin they have not verified, to carry out certain
actions which have adverse effects on themselves or others. For example, the e-mail may
contain interesting attachments or links which cause malware to be installed on the
recipient's system after they have been clicked. In these cases, the sender of the e-mail may
be faked or imitate that of a known communication partner.

The assumption that a statement is true because you "read it in the newspaper" or "saw it on
TV", is not always justified. Thus, incorrect statements may be incorporated into business-
critical reports.

The reliability of information distributed via the Internet varies greatly. Using statements
from the Internet without verifying their sources may result in poor decisions.

When updates or patches from untrusted sources are installed, this may have undesired side
effects. When the origin of software is not verified, there is an increased risk that IT systems
are infected with malicious code.



G 0.21 Manipulation with
Hardware or Software

Manipulation is a term used to refer to each form of targeted, but secret intervention in order
to change all kinds of target objects without being noticed. Hardware or software can be
manipulated out of revenge to intentionally cause damage or for personal or financial reasons,
among others. For these types of attacks, all kinds of devices, accessories, storage media (e.g.
DVDs, USB sticks), applications, databases etc. may be the target.

Manipulations of hardware and software do not always result in immediate damage. If,
however, the information processed by using hardware and software is impaired, this may
cause all types of security impacts (loss of confidentiality, integrity or availability). The impact
of such manipulations becomes even greater the later they are detected, the greater the skills
and knowledge of the perpetrators, and the deeper the impact on a given workflow. The effects
range from unauthorised reading of sensitive data to the destruction of data media or IT
systems. Manipulations may thus also lead to significant downtimes.

Examples:

¢ In a Swiss financial company, an employee had manipulated the application software for
certain financial services. It was thus possible for him to obtain sizeable amounts of money
illegally.

¢ By manipulating automatic cash dispensers, attackers have repeatedly succeeded in illegally
reading the data stored on payment cards. In connection with the PINs spied out, this data
was misused at a later point in time to withdraw money at the expense of the cardholder.



G 0.22 Manipulation of
Information

There are a number of ways in which information can be manipulated, e.g. by collecting data
incorrectly or in an intentionally false manner, modifying the contents of database fields or
business correspondence. In principle, it is not only possible to manipulate digital information,
but also documents in paper form, for example. However, perpetrators can only manipulate
the information to which they have access. The more access rights a person has to the files and
directories of the IT systems and the more ways this person has to access information, the
more serious the manipulations they will be able to make. If such manipulations are not
detected in time, then the smooth operation of business processes and specialised tasks may be
seriously disrupted.

The sensitive information in archived documents usually requires protection. Manipulation of
such documents is especially serious because the manipulation can go unnoticed for years, and
even when discovered, it may no longer be possible to properly investigate the incident.

Example:

¢ An employee in accounting became so angry over the promotion of the co-worker with
whom she shared an office that she gained access to her co-worker’s computer while she
stepped out of the office for a short time. She seriously affected the company’s published
annual operating results just by changing some numbers in the monthly balance sheet.



G 0.23 Unauthorised Access to IT
Systems

In general, each interface on an IT system not only provides the opportunity to use certain
services of the IT system in an authorised manner, but also carries the risk of the IT system
being accessed via these interfaces without authorisation.

Examples:

If a user ID and the corresponding password are spied out, it is possible that the applications
or IT systems protected with these security mechanisms are used in an unauthorised
manner.

Using inadequately secured remote maintenance accesses, hackers could access IT systems
without authorisation.

In the event of inadequately secured interfaces of active network components, it is
conceivable that attackers would gain unauthorised access to the network component. If
they also succeed in overcoming local security mechanisms, for example if they gained
access to administrative authorisations, they could carry out all administration activities.

Many IT systems provide interfaces for the use of exchangeable data storage devices, for
example extended memory cards or USB storage media. When an IT system with the
corresponding hardware and software is not supervised, there is a risk that large amounts of
data could be read without authorisation or malware could be injected.



G 0.24 Destruction of Devices or
Storage Media

Negligence, improper use, but also untrained handling, can lead to the destruction of
equipment or data media that can seriously disrupt the operation of the IT system.

Furthermore, there is the risk that important information is lost due to the destruction, which
may not be recovered at all or may only be recovered with great effort.

Examples:

¢ An employee in one company used his knowledge of the fact that an important server was
sensitive to excessive operating temperatures and blocked the ventilation slots of the power
supply fan by hiding an object behind the server. Two days later, the hard disk in the server
malfunctioned due to overheating, and the server was down for several days.

¢ An employee became so angry after his system crashed repeatedly that he let his anger out
on his workstation computer. He kicked the computer so hard that the hard disk was
damaged to the point of uselessness. The data stored on this hard disk could only be partially
reconstructed by restoring a backup from the day before.

o Aspilled cup of coffee or a puddle of water after watering plants can penetrate into an IT
system and cause short circuits.



G 0.25 Failure of Devices or
Systems

When time-critical applications are run on an IT system, the secondary damage resulting from
a system failure will be correspondingly high if there are no alternative systems available.

Examples:

¢ Firmware is loaded onto an IT system, but the firmware is not intended for use with this type
of system. The IT system will no longer start without errors and has to be returned to an
operable state by the manufacturer.

e Apower failure in the storage system of an Internet Service Provider (ISP) resulted in the
shutdown of the storage system. Although it was possible to fix the actual error quickly, the
IT systems affected would not boot up correctly as there were inconsistencies in the file
system. As a consequence, several web servers operated by the ISP remained unreachable for

days.



G 0.26 Malfunction of Devices or
Systems

Today, devices and systems used for information processing often have many functions and
therefore have a correspondingly complex structure. In general, this applies both to hardware
and software components. Due to this complexity, there are many different sources of error in
these components. As a result, devices and systems often do not function as intended, resulting
in security problems.

There are many causes of malfunctions, for example material fatigue, manufacturing
tolerances, conceptual deficiencies, exceeded limit values, application conditions that were not
defined or lack of maintenance. Since there are no perfect devices and systems, a certain
residual probability for malfunctions must always be accepted anyway.

Malfunctions of devices or systems may impair all fundamental information security values
(confidentiality, integrity, availability). In addition, malfunctions may also remain undetected
over a longer period of time. It is therefore possible that calculation results are corrupted and
cannot be corrected in a timely manner.

Examples:

¢ Aclogged ventilation grille leads to the overheating of a storage system which, as a result,
does not fail completely, but malfunctions only sporadically. It is only discovered a few
weeks later that the information stored is incomplete.

¢ Ascientific standard application is used to carry out a statistical analysis of a previously
collected set of data that is stored in a database. According to the documentation, however,
the application has not been approved for the database product used. The analysis seems to
work, but random checks showed that the calculated results are incorrect. Compatibility
problems between the application and the database were identified as the cause.



G 0.27 Lack of Resources

If the resources available in one area are inadequate, this may also result in supply bottlenecks
with these resources, possibly leading to overload and failures. Depending on the type of
resources affected, a number of business processes may be impaired in the end by a minor
event whose occurrence was also predictable. The lack of resources may occur in IT operations
and communication links, but also in other areas of an organisation. If only inadequate
personnel, time and financial resources are provided for certain tasks, this may have manifold
negative repercussions. For example, the necessary roles in projects may not be staffed with
suitable persons. When operating resources such as hardware or software are no longer
sufficient to meet the requirements, specialised tasks may not be performed successfully under
certain circumstances.

In many cases, compensation can still be made for personnel, scheduling, financial, technical
and other shortcomings during regular operations for a limited period of time. Under serious
time pressure, however, they become all the more apparent, for example in emergency
situations.

Resources can also be overloaded deliberately when somebody generates an intensive demand
for an operating resource provoking an intensive and permanent disturbance of the operating
resource, see also G 0.40 Denial of Service.

Examples:

e Overloaded electrical cables heat up, which may result in a smouldering fire if they are
routed in an unfavourable manner.

¢ If new applications are operated on the network which have higher bandwidth requirements
than those taken into consideration in the planning phase, this may result in a loss of
availability of the entire network if it is no longer possible to sufficiently scale the network
infrastructure.

¢ When the administrators check the log files of the IT supported by them only sporadically
due to their high workload, it may be possible that attacks are only detected when it is too
late.

e Web servers may be overloaded by a large number of simultaneously submitted queries to
the point where normal access to the database becomes almost impossible.

¢ If a company is subject to insolvency proceedings, it may be that there is no money for
urgently needed spare parts or that important service providers cannot be paid.



G 0.28 Software Vulnerabilities or
Errors

The following applies to every software: the more complex it is, the more frequently errors will
occur. Even in intensive tests, all errors are not detected prior to the delivery to the customers
in most cases. If software errors are not detected in time, the crashes or errors resulting from
the use of the software can have serious consequences. Examples of this are incorrect
calculation results, poor decisions of the management and delays in the flow of business
processes.

Software vulnerabilities or errors may result in serious security gaps in an application, an IT
system or all connected IT systems. These security gaps may be exploited by attackers to inject
malware, to read data without authorisation or to make manipulations.

Examples:

¢ Most of the warnings from Computer Emergency Response Teams (CERTS) in the last few
years have been related to security-relevant programming errors. These are errors that arise
during software development and that make it possible for the software to be misused by
attackers. A large part of these errors was caused by buffer overflows.

¢ Today, Internet browsers are an important software component on clients. Browsers are
often not only used to access the Internet, but also for internal web applications in
companies and public authorities. Software vulnerabilities or errors in browsers can
therefore cause particularly severe impairments of the information security of the entire
organisation.



G 0.29 Violation of Laws or
Regulations

If the information, business processes and IT systems of an institution are inadequately
protected (for example, as a result of inadequate security management), this can result in
violations of regulations relating to information processing or of existing contracts with
business partners. The relevant laws to be followed depend on the type of organisation and/or
its business processes and services. Depending on the locations of the organisation, various
national regulations may need to be followed. This is illustrated by the following examples:

¢ In Germany, the handling of personal data is regulated by a large number of regulations.
These include the Federal Data Protection Act and the State data protection laws, but also a
large number of industry-specific regulations.

¢ The management of a company is obliged to exercise due care for all business processes. This
includes the consideration of recognised security safeguards. In Germany, various legal
regulations such as KonTraG (Control and Transparency in Business Act), GmbHG (Law on
Private Limited (Liability) Companies) or AktG (Public Companies Act) are in force, from
which corresponding obligations to act and liabilities of the management and/or the board
of directors of a company regarding risk management and information security can be
derived.

e The proper processing of accounting-relevant data is regulated by various laws and
regulations. In Germany, these include, among others, the Commercial Code (e.g. Sections
238 ff. of the HGB) and the General Tax Code (AO). The proper processing of information
naturally comprises its secure processing. In many countries, both must be proven on a
regular basis, for example, through external auditors within the scope of the audit of the
financial statements. If this reveals major security deficiencies, a positive audit report cannot
be issued.

¢ In many industries (e.g. the automotive industry) it is common practice that manufacturers
require their suppliers to comply with certain quality and safety standards. In this context,
requirements regarding information security are also being specified to an increasing extent.
If a contract partner fails to meet contractually regulated security requirements, this can
result in contractual penalties, but also contract terminations or even the loss of business
relationships.

Only a few security requirements arise directly from laws. However, as a rule, the law is based
on the state of the art as a general basis for assessment of the degree of security that can be
achieved. If, in an organisation, the existing security safeguards are not proportionate to the
values to be protected and the state of the art, this may have serious consequences.



G 0.30 Unauthorised Use or
Administration of Devices and
Systems

Without suitable site, system and data control mechanismes, it is virtually impossible to prevent
or detect the unauthorised use of devices and systems. For IT systems, the general mechanism
is the identification and authentication of users. However, even in IT systems that use a strong
identification and authentication function, unauthorised use is possible if the corresponding
security features (passwords, chip cards, tokens etc.) fall into the wrong hands. Many errors can
also be made when assigning, managing and updating authorisations, for example if
authorisations are assigned too extensively or to unauthorised persons or are not updated in a
timely manner.

Using devices and systems without authorisation, unauthorised persons may obtain
confidential information, carry out manipulations or cause disruptions.

A particularly important special case of unauthorised use is unauthorised administration.
When unauthorised persons change the configuration or the operating parameters of
hardware or software components, this may result in serious damage.

Example:

«  When checking the log data, a network administrator detected initially inexplicable
events, which occurred on different days, but often in the early morning and in the
afternoon. On closer examination, it transpired that a WLAN router was configured
insecurely. People waiting at the bus stop in front of the company building had been
using this access to surf the Internet using their portable terminal devices while waiting
for the bus.



G 0.31 Incorrect Use or
Administration of Devices and
Systems

Incorrect use or administration of devices, systems and applications can jeopardise their
security especially if existing IT security safeguards are ignored or bypassed through the
misuse. In many cases, this results in malfunctions or failures. Depending on the types of
systems that are used incorrectly, the confidentiality and integrity of information may also be
impaired.

A particularly important special case of incorrect use is incorrect administration. Errors during
the installation, configuration, maintenance and support of hardware or software components
may lead to serious damage.

For example, security incidents can occur when access rights are granted too generously, the
passwords are easy to guess, the data media containing backup copies are inadequately
protected, or the terminals are not locked during temporary absences.

Similarly, data can also be accidentally deleted or changed through the incorrect operation of
IT systems or applications. However, confidential information could also be disclosed
unintentionally, for example when the data access rights are set incorrectly.

When power supply or network cables are routed in such a way that they are not protected,
they may be damaged accidentally, causing connections to fail. When device connection cables
are exposed, employees or visitors can trip over the cables and disconnect the devices.



G 0.32 Misuse of Authorisation

Depending on their roles and tasks, people are granted corresponding site, system and data
access authorisations. In this way, access to information is controlled and monitored on the
one hand, and people are enabled to carry out certain tasks on the other hand. For example,
people or groups of people need certain authorisations to be able to execute applications or
process information.

Authorisations are misused when a user deliberately uses privileges obtained with or without
authorisation outside the planned scope. Here, the goal is to obtain personal advantage or to
damage an organisation or certain people.

For historical, technical or other reasons, people will often have higher or more extensive site,
system and data access rights than they actually need to do their jobs. These rights may be
misused for attacks under certain circumstances.

Examples:

e Often, the more fine-grained the data access rights to information are designed, the larger
the maintenance effort to keep these authorisations up to date. Therefore, there is a risk that
there is too little differentiation between the different roles when assigning data access
rights and it is thus made easier to misuse the authorisations.

¢ In different applications, data access authorisations or passwords are stored in system areas
which can also be accessed by other users. Attackers could thus change the authorisations or
read passwords.

e People with authorisations that are too extensive could be tempted to access files of other
users, for example to read the e-mail of another user, because certain information is urgently
needed.



G 0.33 Shortage of Personnel

A shortage of personnel can seriously affect an organisation and its business processes.
Personnel may be absent unexpectedly due to illness, accidents, strikes, or death. Furthermore,
expected absences of personnel due to holidays or training programs must be considered. In
addition, normal terminations of employment must be taken into account, especially when
the time the employee is still available for work is shortened due to accrued vacation time.
Shortage of personnel may also be caused by an internal change in the workplace.

Examples:

The network administrator of one company was off work as the result of a prolonged illness.
The company network continued to operate without error at first. However, two weeks later
the system crashed and no one was able to eliminate the error because this employee was
the only one trained in the operation of the network. As a result, the network was
unavailable for several days.

While an administrator was on holiday, the backup media stored in a data safe were needed.
The access code for the safe had been changed just prior to this, and the administrator was
the only person who knew the new access code. It was only possible to restore the data after
several days because it was impossible to reach the administrator any faster, as the
administrator was on holiday.

If there is a pandemic, increasing numbers of personnel will be absent for extended periods
of time as the pandemic spreads, whether this is due to the illness itself or the need to take
care of children and family members. Some employees will not go to work due to the fear of
becoming infected in public transportation or in the organisation. As a consequence, it will
only be possible to perform the most essential tasks. The maintenance required for systems,
such as the central server or the air-conditioning system in the computer centre, cannot be
performed any more. More and more systems will fail as time goes by due to the lack of
maintenance.



G 0.34 Assault

An organisation, certain areas of the organisation or individual persons can be exposed to the
threat of an assault. The technical possibilities for carrying out an assault are numerous:
throwing bricks, creating an explosion using explosives, the use of firearms, or arson, for
example. Whether or not an organisation is subject to the risk of an assault, and if so, to what
extent, depends highly on the type of tasks performed and the political/social climate as well
as on the location of the building and its surroundings. Company and public authorities
operating in politically controversial areas are more exposed to this threat than other
organisations. Organisations located near areas commonly used for demonstrations are at
greater risk than more remote locations. In Germany, the Federal Office of Criminal
Investigation or one of the state offices of criminal investigation can be contacted to obtain an
assessment of the risk of a politically motivated assault or if you suspect you could be the
target of such an assault.

Examples:

e Abomb attack on the computer centre of a large federal agency took place in the 1980s in
Cologne. Due to the use of high-power explosives, the explosion not only destroyed
windows and walls, but also numerous IT systems in the computer centre.

e The attack on the World Trade Center in New York on 11 September 2001 not only killed
many people, but also destroyed a large amount of IT equipment. As a result, several
companies had serious problems resuming business.



G 0.35 Coercion, Blackmail or
Corruption

Coercion, blackmail or corruption may lead to the impairment of the security of information
or business processes. Through the threat of violence or other disadvantages, an attacker may
for example try to force the victim to ignore security policies or bypass security safeguards
(coercion).

Instead of threatening, attackers may also specifically offer money or other advantages in order
to make employees or other people their instruments for carrying out security violations
(corruption). For example, there is the risk that a corruptible employee may forward
confidential documents to unauthorised persons.

In principle, coercion or corruption can impair all fundamental information security values.
Amongst other things, attacks may seek to forward confidential information to unauthorised
persons, manipulate business-critical information or disrupt the smooth operation of business
processes.

There is a particularly high risk if these attacks are directed against senior managers or people
in positions of special trust.



G 0.36 Identity Theft

In case of an identity theft, an attacker pretends to be someone else, which means that they use
information about another person in order to act on their behalf. For this purpose, data such as
the date of birth, address, credit card or account numbers is used, for example, to log in to an
Internet service provider at the expense of others or to gain another type of advantage. In
many cases, identity theft also results directly or indirectly in damage to the reputation of
those concerned, but also leads to huge amounts of time required to clarify the causes and
avert adverse consequence for the victims. Some forms of identity fraud are also referred to as
masquerade.

Identity theft occurs particularly often in cases in which identity checks are carried out
carelessly, especially if expensive services are based on it.

A person who has been deceived regarding the identity of their communication partner may
easily be led to disclose information requiring protection.

Examples:

e For different e-mail providers and auction platforms in the Internet, it was initially sufficient
to made up an invented name and combine it with a suitable address from the telephone
book. At the start, attackers could also register using an obviously invented name, for
example using the name of a cartoon character. Once stricter plausibility tests were
introduced, names, addresses and account numbers of real persons were also used for this
purpose. The victims only discovered this when they received the first payment requests.

e The sender addresses of e-mails can be easily corrupted. Users are commonly deceived into
believing that an e-mail comes from a trusted communication partner. Similar attacks are
possible by manipulating the calling line identity presentation (CLIP) for voice connections
or by manipulating the sender ID for fax connections.

¢ Attackers may use a masquerade to attempt to intrude on an already established connection
without having to authenticate themselves, since this step was already performed by the
original communication partners.



G 0.37 Repudiation of Actions

For various reasons, people may deny having performed certain acts, for example because
these acts violate instructions, security policies or even laws. However, they could also deny
having received a notification, for example because they have forgotten an appointment or
deadline. In the area of information security, the binding nature is therefore often pointed out,
a characteristic which is used to ensure that acts that actions taken cannot be denied without
justification. In this context, the term "non-repudiation” is used.

In communications, an additional distinction is made as to whether a communications
subscriber denies the receipt of messages (repudiation of receipt) or the dispatch of messages
(repudiation of origin). Denying the receipt of messages may be relevant, amongst other things,
for financial transactions, e.g. if someone denies having received an invoice within the time
stipulated. A communications subscriber can also repudiate transmission of a message, e.g.
deny having sent an order. Having sent or received a message can be denied in the case of post
just as with fax or e-mail.

Example:

e An electronic order is placed for an urgently needed spare part. After a week, a complaint
about non-delivery of the part was lodged. In the meantime, high costs are incurred by the
loss of production. The supplier denies ever having received such an order.



G 0.38 Misuse of Personal
Information

In almost all cases, personal information is particularly sensitive information. Typical examples
include information about personal or material circumstances of an identified or identifiable
natural person. If the protection of personal data is not adequately ensured, there is the risk
that the social or financial standing of those concerned will be impaired.

For example, personal data may be misused when an organisation collects too much personal
data, has collected it without legal cause or the consent of the individual, uses it for a purpose
other than the permitted one for which it was collected, deletes personal data too late or gives
it to third parties without authorisation.

Examples:

¢ Personal data must only be processed for the purpose it was collected or stored for the first
time. It is therefore not permissible to use log files, in which the login and logout of users on
IT systems are only documented for access control, in order to check attendance and
behaviour.

e People who have access to personal data could give it to third parties without authorisation.
For example, an employee working at the reception of a hotel could sell the login data of
guests to advertising firms.



G 0.39 Malware

Malware is software designed specifically with the goal of executing unwanted and usually
damaging functions. Common types of malware include, among others, viruses, worms, and
Trojan horses. Malware is usually activated in secret without the knowledge or permission of
the user.

These days, malware provides an attacker with extensive communication and control
capabilities, as well as a number of functions. Among other purposes, malware may be used to
obtain specific passwords, control systems remotely, disable protective software and collect
data without authorisation.

The most serious damage that can be caused by malware is the loss or corruption of
information or applications. However, the image loss and financial damage that can result
from malware can also be significant.

Examples:

¢ In the past the W32/Bugbear malware spread in two ways: it searched local networks for
computers with shares with write access and copied itself to them. In addition, it sent itself
in an e-mail in HTML format to the recipients in the e-mail address book of the computers it
infected. Due to an error in the HTML routine of certain e-mail programs, the malware was
executed when the message was opened without requiring any action by the recipient.

e The W32/Klez worm spread different versions of itself. Infected computers sent the virus to
all recipients in the address book of these computers. Once this virus infected a computer, it
prevented all further attempts to install commonly available anti-virus software by
continuously manipulating the operating system. The continuous manipulation of the
operating system made disinfecting the infected computer significantly more difficult.



G 0.40 Denial of Service

There are a large number of different forms of attacks which aim to prevent certain services,
functions or devices from being used as intended. The generic term used for these attacks is
"denial of service". In many cases, these attacks are often referred to as a "DoS attack".

Amongst others, these attacks can be initiated by disgruntled employees or customers, but also
by competitors, blackmailers or politically motivated perpetrators. The target of the attacks
may be all kinds of business-relevant values. Typical forms of DoS attacks include:

e disrupting business processes, e.g. by flooding the incoming order department with incorrect
orders.

e impairing the infrastructure, e.g. by blocking the doors of the organisation.

e causing IT failures, e.g. by specifically overloading the services of a server in the network.

This type of attack is often connected to the use of distributed resources, with the attacker
placing such high demands on these resources that they are no longer available to the actual
users. When IT-based attacks are conducted, for example, a shortage of the following resources
can be artificially induced: processes, CPU time, memory, disk space, transfer capacity.

Example:

¢ In spring 2007, strong DoS attacks to numerous Internet websites were carried out in Estonia
over a longer period of time. This resulted in significant impairments when using
information sites and services in the Internet in Estonia.



G 0.41 Sabotage

Sabotage refers to the intentional manipulation or damaging of objects or processes with the
aim of inflicting damage on the victim. Computer centres or communications links owned by
public authorities or companies make particularly attractive targets, since a dramatic effect can
be achieved here with a relatively low effort.

The complex infrastructure of a computer centre can be selectively manipulated by external
attackers, and particularly by insiders, by attacking specific, important components with the
goal of disrupting operations. Here, inadequately protected building management systems and
communication infrastructures, as well as central supply points are subject to a particular risk,
which may not be monitored organisationally or technically and provide outsiders with easy
and unobtrusive access.

Examples:

¢ In alarge computer centre, manipulation of the UPS resulted in a temporary total power
failure. The perpetrator had repeatedly switched the UPS to the bypass mode manually and
then tampered with the main power supply to the building. There were are total of four
blackouts over a period of three years. In some cases, this even resulted in damage to
hardware. The service outages lasted between 40 and 130 minutes.

e Sanitary facilities were also available in a computer centre. By blocking the drains and
turning on all taps at the same time, water penetrated into central technical components.
The damage caused in this manner resulted in disruptions to the operation of the
production system.

e Sabotage poses a special risk to electronic archives since a large number of documents
requiring protection are stored in a small amount of space. In this way, it is possible to cause
extensive damage with just minor, selective tampering under some circumstances.



G 0.42 Social Engineering

Social engineering is a method used to gain unauthorised access to information or IT systems
by social action. Social engineering exploits human characteristics such as the willingness to
help others, trust, fear, or respect for authority. It can be used to manipulate employees into
performing unauthorised tasks. Typical examples of attacks carried out using social
engineering include the manipulation of employees by calling them on the telephone and
masquerading as one of the following persons:

¢ Areceptionist whose supervisor wants to do something quickly but has forgotten their
password and needs it urgently now.

¢ An administrator who calls because of a system error, since they need the user's password to
eliminate the error.

If asked critical questions, the enquiring caller may say that they are is somebody "important”
or "just a temp".

Another strategy used in systematic social engineering is to build a long-term relationship
with the victim. By making numerous trivial telephone calls in advance, the attacker is able to
collect information and build trust, which they can then exploit later.

Such attacks can also be conducted in several stages by using the knowledge and techniques
gained in the previous stages.

Many users know that they are not allowed to give their passwords to anyone else. Social
engineers are aware of this and therefore need to find other ways to reach their goals. Examples
of this include:

¢ An attacker may ask the victim to execute commands or run programs with which the
victim is not familiar, for example to help solve an alleged problem with the IT. However, the
request could contain disguised commands for changing the data access rights. The attacker
may then be able to gain access to sensitive information.

e Many users use a strong password, but then use the same password for several different
accounts. If an attacker is running a useful network service (such as an e-mail address
system) that the users need to provide authentication for, then the attacker could obtain the
desired passwords and login information. Many users will use the login data for this service
for other services as well.

If attackers obtain passwords or other authentication features in an unauthorised manner, for
example by means of social engineering, this attack is often also referred to as "phishing"
(combination of the words "password" and "fishing").

When conducting a social engineering attack, the attacker will not always be visible. In many
cases, the victims never even find out that they have been exploited. If this is the case, the
attacker does not even have to worry about criminal prosecution and also has a source for
obtaining additional information later.



G 0.43 Attack with Specially
Crafted Messages

When conducting this type of attack, attackers send specially crafted messages to systems or
people with the aim of obtaining an advantage for themselves or causing damage to the victim.
To design the messages for this purpose, the attackers use, for example, interface descriptions,
log specifications or records of past communication behaviour.

In practice, there are two important special cases of attack with specially crafted messages:

e When carrying out a "replay attack" (reimporting messages), attackers record valid messages
and replay this information at a later point in time (almost) unchanged. It can also be
sufficient to use only parts of a message, such as a password, in order to enter an IT system
without authorisation.

e When conducting a "man-in-the-middle attack", the attacker takes an intermediary position
in the communication between different participants without being noticed. Usually, the
attacker deceives the sender of a message by pretending to be the actual recipient, and also
deceives the recipient by pretending to be the actual sender. If attackers succeed in deceiving
both, they can thus receive messages which are not meant for their eyes and evaluate and
specifically manipulate the messages before passing them on to the actual recipient.

An encryption of the communication does not provide for protection against man-in-the-
middle attacks when there is no secure authentication of the communication partners.

Examples:

¢ An attacker records the authentication data (e.g. user ID and password) during the login
procedure of a user and uses this information in order to gain access to a system. In the case
of authentication protocols that are purely static, a password transmitted in encrypted form
can also be used in order to access a third-party system in an unauthorised manner.

¢ In order to cause financial damage to the employer (public authority or company), an
employee places an approved order several times.



G 0.44 Unauthorised Entry to
Premises

If unauthorised persons are able to break in to a building or individual rooms in a building,
then the organisation may be subject to various other threats as a consequence. Such threats
include the theft or manipulation of information or IT systems, for example. When well-
planned attacks are conducted, the amount of time the perpetrator has to pursue their goal is
decisive.

In many cases, the perpetrators want to steal valuable IT components or other goods which
can be easily sold. However, the goal of a burglary may also be to access confidential
information, carry out manipulation or disrupt business processes, for example.

Several different types of damage may thus occur if premises are entered without
authorisation:

e Property damage can also result from the unauthorised intrusion itself. Windows or doors
are forced opened and damaged, which means they need to be repaired or replaced.

¢ Stolen, damaged or destroyed devices or components must be repaired or replaced.

¢ Damage may be caused if the confidentiality, integrity or availability of information or
applications is violated.

Examples:

e Vandalism

¢ When breaking in to a company at a week end, minor damage was caused to a window as it
was forced open. It initially appeared as though only a coffee cash box and some small items
of furniture were stolen. It was later discovered during a routine check that a central server
was cleverly manipulated exactly at the time of the break-in.



G 045 Data Loss

The loss of data is an event which means that a database can no longer be used as required (loss
of availability). A frequent form of data loss is that data is deleted accidentally or without
authorisation, for example due to improper use, malfunctions, power failures, soiling or
malware.

However, data may also be lost when devices or storage media are damaged, lost or stolen. This
risk is often particularly high for portable terminal devices and mobile storage media.

Furthermore, it must be noted that many mobile IT systems are not always online. Therefore,
the data stored on these systems is not always up to date. When databases between mobile IT
systems and stationary IT systems are synchronised, data may be lost due to carelessness or
malfunction.

Examples:

o A PDA falls out of someone’s shirt pocket and breaks into pieces on the floor tiles, or a dog
retrieves a mobile phone instead of the newspaper, unfortunately with the corresponding
consequences. These and similar events cause many total losses of data on portable terminal
devices.

e There is malware which selectively deletes data on infected IT systems. For some malware,
the delete function is not run immediately when the system is infected, but only when a
defined event occurs, for example when the system clock has reached a specific date.

e Many Internet services can be used to store information online. If the user forgets the
password or if the password is not stored, it may not be possible to access the information
stored unless the service provider offers a suitable method to reset the password.

e Hard disks and other mass storage media only have a limited service life. If no suitable
redundancy measures have been taken, data loss may be caused by technical defects.



G 0.46 Loss of Integrity of
Sensitive Information

The integrity of information may be impaired for different reasons, e.g. manipulations, errors
caused by people, incorrect use of applications, malfunctions of software or transmission
errors.

Information can be lost due to the ageing of the data media.
Transmission errors: these can occur when transmitting data.
Malware: this can be used to change or destroy entire databases.

Entering the wrong data: this can trigger unwanted transactions, which often go unnoticed
for a long time. Attackers can try to manipulate data for their own purposes, e.g. to gain
access to other IT systems or data sets. By manipulating the index database, electronic
archives can be induced to archive or reproduce falsified documents.

Attackers can try to manipulate data for their own purposes, e.g. to gain access to other IT
systems or data sets. By manipulating the index database, electronic archives can be induced
to archive or reproduce falsified documents.

Manipulation of the index database of an electronic archive can cause it to archive the
wrong documents or to archive or retrieve falsified documents.

When the integrity of information is violated, a number of problems can arise:

In the simplest case, information can no longer be read, i.e. processed further.

Data can be accidentally or deliberately falsified and lead to the disclosure of incorrect
information. This can result in the wrong amount of money being transferred to the wrong
recipient, the sender's details of e-mails being manipulated, etc.

If encrypted or compressed data records lose their integrity (a change to one bit is sufficient
here), they may no longer be decrypted or unpacked. The same applies to cryptographic keys,
where a change of one bit is sufficient to render the keys unusable. In turn, data can then no
longer be decrypted or checked for authenticity. Documents stored in electronic archives are
not considered conclusive evidence when the integrity of the documents cannot be verified

The same also applies to cryptographic keys, i.e. changing just one bit in a key makes the key
unusable. In turn, data can then no longer be decrypted or checked for authenticity.
Documents stored in electronic archives are not considered conclusive evidence when the
integrity of the documents cannot be verified

Documents stored in electronic archives are not considered conclusive evidence when the
integrity of the documents cannot be verified.



G 0.47 Harmful Side Effects of IT-
Supported Attacks

IT-supported attacks may have effects that

¢ are not intended by the attackers.
¢ do not affect the directly attacked target objects.

e damage third parties not involved.

This due to the high complexity and networking of state-of-the-art information technology as
well as the fact that the dependences of the attacked target objects and the related processes
are usually not obvious.

Among other results, this may mean that the actual protection needs of target objects are
miscalculated or that the persons in charge of target objects do not have a vested interest in
removing the defects of such target objects.

Examples:

¢ Often, bots installed on IT systems that attackers may use to perform distributed Denial-of-
Service attacks (DDoS attacks) do not represent a direct threat for the infected systems
themselves. This is because the DDoS attacks usually are directed against IT systems of third
parties.

¢ Attackers may use vulnerabilities of IoT devices in WLANs as an entry gate to attack other
important devices in the same WLAN. That is why such IoT devices must be protected, even
if they only have low protection needs themselves.

¢ In some circumstances, ransomware attacks on IT systems may trigger chain reactions and,
correspondingly, also affect critical infrastructures. In turn, this could result in supply
bottlenecks for the population, even if the attackers did not intend to achieve this.



What’s New in the IT-Grundschutz
Compendium

The 2021 edition of the IT-Grundschutz Compendium contains a total of 97 IT-Grundschutz
modules.

Content and terminology updates in the modules

Almost all of the modules in the 2020 edition have been technically revised for the 2021 edition.
In particular, redundancies in the requirements have been eliminated across the modules in
order to standardise and streamline them.

Changes in content that may have an impact on certification procedures or existing security
concepts are documented in detail for the corresponding modules. The document “Anderungen
in der Edition 2021” [Changes in Edition 2021] has been published on the IT-Grundschutz
website at https://bsi.bund.de/grundschutz under the heading “IT-Grundschutz Compendium”.

Minor terminology and editorial changes and revisions that provide for better comprehensibility
are not listed separately.

Another content-related adjustment has been made in the area of roles. To reduce their
number and improve their applicability, roles have been combined and generalised.

Changes in the structure of the IT-Grundschutz Compendium

Within the scope of the latest revision, changes have been made to the structure of the IT-Grundschutz
Compendium. Existing modules have been renamed or moved, and new modules have been
added. These changes are listed below.

A graphic that provides a complete overview of the structure of the IT-Grundschutz
Compendium can be found on the IT-Grundschutz website at https://bsi.bund.de/grundschutz
under the heading "IT-Grundschutz Compendium".

New IT-Grundschutz modules

The following IT-Grundschutz modules have been added to the 2021 edition:
e CON.10 Development of Web Applications

e INF.11 Generic Vehicle

Renamed and moved modules

The following IT-Grundschutz modules of the 2020 edition have been renamed or moved to
another layer as part of their revision:

2020 edition 2021 edition

APP.5.1 General Groupware APP.5.3 General E-Mail Clients and Servers




2020 edition

2021 edition

CONA4 Selection and Use of Standard Software

APP.6 General Software

CON.5 Development and Use of Individual
Software

APP.7 Development of Individual Software

IND.1 Operational and Control Technology

IND.1 Process Control and Automation Technology

INF.3 Electrotechnical Cabling

INF.4 IT Cabling

INF.12 Cabling

ORP.3 Awareness and Training

ORP.3 Information Security Awareness and
Training

Errata and revised modules

In spite of careful, multi-stage quality assurance, errors and inaccuracies cannot always be
avoided in a work as extensive as the IT-Grundschutz Compendium. Due to the rapid
development cycles in information technology, concepts and requirements from IT-
Grundschutz may also no longer be fully applicable as of the publication date of each edition.

Users who notice errors or other problems are invited to report them to
grundschutz@bsi.bund.de. All comments from users will be reviewed by the IT-Grundschutz team
and incorporated as appropriate into the next edition of the IT-Grundschutz Compendium.

In the course of the year, drafts of revised modules may also appear that have already been

updated accordingly.

Necessary corrections that occur after the editorial deadline for the current edition will be
published in “Errata zur Edition 2021” [Errata for the 2021 Edition] on the IT-Grundschutz
website at https://bsi.bund.de/grundschutz under the heading “IT-Grundschutz Compendium”.
They will replace the corresponding erroneous statements in the Compendium.




1 IT-Grundschutz - The Basis for
Information Security

Why is Information Security Important?

Information is an essential asset for companies and public authorities, which is why it requires
adequate protection. Today, most business processes and specialised tasks in the economy and
public administration are no longer imaginable without IT support. Reliable information
processing and the technology it involves are indispensable in maintaining operations. In
many cases, however, inadequately protected information is an underestimated risk factor that
can even pose an existential threat. At the same time, basic IT protection and a reasonable level
of information security can be achieved with relatively modest resources. In IT-Grundschutz,
the BSI offers organisations practicable methods for appropriately protecting their
information. The combination of the IT-Grundschutz methodologies for basic, core and
standard safeguards and the IT-Grundschutz Compendium outlines security requirements for
establishing an information security management system (ISMS) in different operational
environments, which ultimately facilitates the secure handling of information.

Due to their dependency on IT systems, organisations that are affected by security incidents
face a greater risk of suffering damage to their image. They therefore need to adequately
protect the information they process and plan, implement and monitor their security
safeguards with the requisite care. Here, it is important not to focus solely on the security of IT
systems; information security must be viewed holistically. It also depends greatly on the
framework conditions at hand in terms of infrastructure, organisation and personnel.
Operating environment security, adequate employee training, service reliability, proper
handling of sensitive information and many other important aspects must not be neglected.

Deficiencies in information security can, after all, lead to significant problems. The types of
potential damage can be assigned to different categories:

¢ Loss of availability
If basic information is not available, this is most often noticed quickly, especially when it
means tasks cannot be continued. If an IT system is down, it may be impossible to execute
financial transactions, place online orders or carry out production processes, for example.
Even if the availability of certain information is only restricted in some way, the business
processes or specialised tasks within an organisation can still be affected.

® Loss of confidentiality of information
Every citizen and customer wants their personal data to be handled confidentially. Every
company knows that the competition is interested in confidential internal data about
turnover, marketing, research and development. The accidental disclosure of information
can result in serious damage in many areas.

¢ Loss of integrity (correctness) of information
Falsified or manipulated data may lead to things like erroneous bookings, incorrect
deliveries or faulty products. The loss of authenticity (that is, genuineness and verifiability as
a subarea of integrity) is also of great importance. Data can be assigned to the wrong person,
for example. Payment instructions or orders could thus be charged to the account of a third
party, inadequately secured digital declarations of intent could be associated with the wrong



persons or an individual’s digital identity could be forged.

Information and communication technology plays an important role in almost all areas of
daily life, and the pace of innovation has remained consistently high for years. The following
developments are particularly worth mentioning:

¢ Increasing level of networking
People and IT systems no longer operate in isolation; indeed, they are becoming increasingly
connected. This makes it possible to access shared databases and engage in in-depth forms of
collaboration across geographic, political and organisational boundaries. As a result, our
world is dependent not only on individual IT systems, but to a large extent on data networks,
as well. This in turn means that security deficiencies can quickly have global consequences.

e [T distribution and penetration
More and more areas are being supported by information technology, often without the
user’s awareness. As it becomes increasingly compact and inexpensive, the necessary IT
hardware finding its way into all aspects of daily life. Examples include clothes with
integrated health sensors, light bulbs connected to the Internet, IT-supported sensor systems
in cars that can react automatically to changing surroundings and even self-driving vehicles.
More and more often, these different IT components communicate with one other
wirelessly. This makes it possible to locate and control everyday objects via the Internet.

¢ Disappearance of network boundaries
Until recently, it was possible to clearly associate business processes and applications with
specific IT systems and communication routes. It was also possible to determine where the
systems were located and the organisations to which they belonged. The rising popularity of
cloud services and communication via the Internet is increasingly blurring the lines among
these systems.

e Shorter attack cycles
The best way to prevent malware or other attacks on IT systems, application programs and
protocols is to obtain the most recent information on vulnerabilities and how to eliminate
them (such as by installing patches or updates). These days, the announcement of a
vulnerability is followed almost immediately by the first large-scale attacks, which means it
is becoming more and more important to have a well-staffed information security
management team and a corresponding warning system.

e Greater application interactivity
Existing technologies are increasingly being combined to create new usage models. This
includes various fields of application such as social communication platforms; portals for
the shared use of information, photos and videos; and interactive web applications.
However, this is also leading to increasingly intertwined business processes and higher
complexity, which makes it generally more difficult to safeguard the underlying IT system:s.

e User responsibility
Even the best technology and solid security safeguards cannot guarantee sufficient
information security if the human factor is not adequately taken into account. This mainly
concerns responsible behaviour on the part of the individual. To that end, current
information on security risks and the code of conduct regarding the handling of IT need to
be taken into account.

IT-Grundschutz: objectives, concept and design

In the IT-Grundschutz Compendium, standardised security requirements for typical business



processes, applications, IT systems, communication links and rooms are described in the
individual IT-Grundschutz modules. The objective of IT-Grundschutz is to enable
organisations to attain an adequate level of protection for all their information. The IT-
Grundschutz Methodology is characterised by a holistic approach. By implementing a suitable
combination of standard organisational, personnel-related, infrastructural, and technical
security requirements, it is possible to attain a security level that is adequate and appropriate to
protect the relevant information within an organisation. Furthermore, the requirements of the
IT-Grundschutz Compendium not only form a security basis for business processes,
applications, IT systems, communication links and rooms that are highly sensitive; in many
instances they also explain how a higher security level can be reached.

IT-Grundschutz follows a modular approach to enable improved structuring and planning in
an area as heterogeneous as information technology, including with regard to operational
environments. The individual modules address typical business process workflows and areas of
IT use—for example, emergency management, client/server networks, buildings, and
communication and application components.

The modules of the IT-Grundschutz Compendium reflect the state of the art based on the
latest knowledge at the time of their publication. The requirements formulated in the modules
describe what generally should be implemented in order to achieve the state of the art by
means of appropriate security safeguards. The requirements and safeguards that reflect the
state of the art correspond both to what is technologically advanced at the time of publication
and what has proven successful in practice.

Reducing analytical effort

The IT-Grundschutz Methodology is designed to make drawing up IT security concepts a
simple and efficient process. Within the context of traditional risk analysis, threats and
vulnerabilities are initially determined and assigned a likelihood of occurrence so that suitable
security safeguards can then be selected and residual risks assessed. These steps have already
been completed for each IT-Grundschutz module. Appropriate security requirements have
been selected for typical application scenarios so that users can translate them into
appropriate security safeguards according to their individual framework conditions. The
analysis involved in applying the IT-Grundschutz Methodology is limited to determining what
gaps exist between the security requirements recommended in the IT-Grundschutz
Compendium and those that have already been met. Any unfulfilled requirements constitute
security deficits that need to be rectified. Only when the protection needs are significantly
higher is it necessary to perform an individual risk analysis that takes into consideration
aspects of cost and effectiveness in addition to the requirements from the IT-Grundschutz
modules. In this case, though, it is generally sufficient to supplement the safeguards selected
based on the IT-Grundschutz Compendium with corresponding individual, higher-quality
safeguards. A procedure for this is described in BSI Standard 200-3, Risk Analysis Based on IT-
Grundschutz.

The IT-Grundschutz Compendium provides valuable guidance that also extends to special
components or operational environments it does not specifically handle. If an individual risk
analysis is required, the focus can be placed on the specific threats and security safeguards in
question.

Requirements for any security need

The requirements listed in the IT-Grundschutz Compendium should be fulfilled in order to
achieve an adequate security level. They are divided into Basic Requirements, Standard



Requirements and Requirements in Case of Increased Protection Needs. The Basic
Requirements represent the minimum security safeguards that should be implemented. As a
starting point, users can keep to the Basic Requirements in order to fulfil the most effective
requirements in short order. However, adequate state-of-the-art security is only achieved by
implementing the Standard Requirements. The exemplary Requirements in Case of Increased
Protection Needs have also proven successful in practice by specifying additional safeguards an
organisation can implement to meet elevated protection requirements. In addition, the
supplementary Implementation Guidance published for most modules contains best practices
and further information on how the requirements can be fulfilled. For certification according
to ISO 27001 based on IT-Grundschutz, the Basic Requirements and Standard Requirements
must be fulfilled for the selected scope of application. Since the Basic Requirements are
absolute essentials that must be fulfilled as a matter of priority, certification according to ISO
27001 on the basis of IT-Grundschutz is only possible once all these requirements have been
fulfilled.

Like most of the information relating to IT-Grundschutz, the IT-Grundschutz modules and the
associated Implementation Guidance are also available in electronic form. The IT-Grundschutz
texts can thus also be used as a basis for drawing up security concepts. In addition, users are
provided with auxiliary resources and sample solutions that can help them meet the
requirements.

Since IT-Grundschutz has also proven popular on an international scale, the IT-Grundschutz
Compendium and other publications are also available online in English.

Continued development of the IT-Grundschutz Compendium

Due to the rapid developments and ever-shorter product cycles in the field of information
technology, the contents of the IT-Grundschutz Compendium are subject to constant changes.
The structure and content of the IT-Grundschutz Compendium are therefore designed to
facilitate prompt updates and the inclusion of new subjects in its modules and other individual
publications. Alongside the BSI, IT-Grundschutz users can also contribute by drawing up texts
(or even entire modules) for IT-Grundschutz, commenting on modules or suggesting new
subjects. The aim is to keep the IT-Grundschutz Compendium up to date.

Current information on IT-Grundschutz is also provided by the IT-Grundschutz Newsletter,
which can be subscribed to free of charge on the BSI website. The newsletter also regularly
informs users about ways they can get involved, such as through surveys on specific current
subjects. The feedback received from users provides valuable ideas and inspiration for the
continued development of IT-Grundschutz. Their everyday practical experiences are of great
importance in reviewing the requirements and recommendations and adapting them to
current needs.

Structure of the IT-Grundschutz Compendium

The IT-Grundschutz Compendium can be divided into different areas, each of which is
explained below:

Introduction

This section briefly explains the ideas, aims and structure of the IT-Grundschutz Compendium.
A detailed description of the IT-Grundschutz Methodology can be found in BSI Standard 200-
2.



Information on the layer model and modelling in general

In order to model a complex information domain according to IT-Grundschutz, the
corresponding modules of the IT-Grundschutz Compendium have to be selected and
implemented. To make the selection easier, the modules in the IT-Grundschutz Compendium
are initially divided into process and system modules. Process modules are equally applicable
to all or major parts of the information domain, whereas system modules are generally
applicable to individual objects or groups of objects. The process and system modules in turn
consist of further sublayers.

The information on the layer model and modelling in general describes when it is appropriate
to use an individual module and the target objects to which it should be applied. In addition,
the modules are marked according to the priority of their implementation.

Description of roles

In the requirements of the modules, the roles that are responsible for their implementation are
specified. Based on this information, the appropriate contact persons for the relevant subject
matter at a given organisation can be identified. Since the titles of the people or roles named as
responsible persons in the IT-Grundschutz Compendium are not the same in every
organisation, a short description of the most important roles is provided in section 3, Roles, to
make assignment easier.

Glossary

The glossary of the IT-Grundschutz Compendium explains the most important terms in the
field of information security and IT-Grundschutz. An additional glossary on cyber security can
be found on the BSI website.

Elementary Threats

From the large number of specific individual threats within the modules of the previous IT-
Grundschutz Catalogues, the BSI has identified the general aspects and translated them into 47
Elementary Threats. These are listed in the IT-Grundschutz Compendium. The overview of the
Elementary Threats was created to achieve the objectives described below. Elementary Threats
are:

optimised for use in risk analysis

product-neutral (always) and technology-neutral (if possible; certain technologies influence
the market to such an extent that they also influence the abstracted threats)

compatible with comparable international catalogues and standards

seamlessly integrated into IT-Grundschutz

IT-Grundschutz modules

Each of the modules of the IT-Grundschutz Compendium contains a description of the
component, approaches and IT systems under consideration, followed by a short overview of
the specific threats and the requirements to be met in safeguarding the component.



Structure of the modules

The most important part of the IT-Grundschutz Compendium is the modules, which all have
the same structure. First, the relevant target object under consideration is described. The
subsequent objective formulates the security to be gained by implementing the IT-
Grundschutz module. This is followed by the section Not in Scope and Modelling. This details the
aspects not included in the scope of the module and references to other modules where these
are addressed. In addition to specifying the aspects not included in the scope, this section
provides modelling notes for the specific module.

Specific threats are then listed. The list is by no means exhaustive, but it does convey an
understanding of the security problems which may arise when using the component, approach
or IT system under consideration without countermeasures. The explanation of the potential
risks can raise the user’s awareness of the subject. In the risk analysis which forms the basis of
each module, the specific threats have been derived from the Elementary Threats.
Requirements that counteract these threats are generally included in the same module; in
some cases, however, additional requirements from other modules need to be considered.

In each module's structure, the specific threats are followed by the requirements. These are
divided into three categories: Basic Requirements, Standard Requirements and Requirements
in Case of Increased Protection Needs. The implementation of Basic Requirements has priority,
as they make it possible to achieve the maximum benefit with minimal effort. Together with
the Basic Requirements, the Standard Requirements reflect the state of the art and address
normal protection needs. In addition, the modules of the IT-Grundschutz Compendium offer
suggestions for Requirements in Case of Increased Protection Needs. For reference purposes,
the requirements are clearly numbered across all modules, e.g. SYS.3.4.A2. According to this
schema, the layer is specified first (“SYS” in the example), followed by the numbers of the
respective sublayer and module (“3.4”) and finally the requirement itself (“A2”). If matching
Implementation Guidance is available, the safeguard mentioned in the recommendations for
requirement “A” will have the same number with a preceding letter “M”—“SYS.3.4.M2” in this
example case.

Each module describes who is responsible for its implementation. The role that is generally
responsible is always specified. There can be additional roles with further responsibilities in
implementing requirements. These are indicated in the title of the requirement in square
brackets. The Chief Information Security Officer (CISO) must always be involved in strategic
decisions. Furthermore, the CISO is responsible for ensuring that all requirements are met and
verified according to the agreed security concept.

In the headings of the requirements, the requirement titles are supplemented by an
abbreviation in addition to the roles to be involved in order to make it directly apparent (even
outside the context of the respective module) whether the requirement is a "Basic
Requirement" (B), a "Standard Requirement” (S), or a "Requirement in Case of Increased
Protection Needs" (H).

At the end of the module, additional information and cross-references are listed. In addition,
an appendix to the modules contains a cross-reference table where the relevant Elementary
Threats are linked to the requirements. These associations can be used for risk analysis.

Modal verbs

In the modules of the IT-Grundschutz Compendium, the evaluation aspects of the
requirements are formulated using the modal verbs MUST and SHOULD (along with the
associated negations) in capital letters in order to make the guidance as clear as possible. The



modal verbs are conjugated in line with the relevant grammatical rules. When negations are used, the
two words may be separated.

The definition used here is based on RFC 2119 (Key Words for Use in RFCs to Indicate
Requirement Levels, version 1997) and DIN 820-2:2012, appendix H.

MUST / MUST ONLY / MAY ONLY:
This term means it is imperative that the requirement be fulfilled (absolute requirement).
MUST NOT:

This term means that something must not be done under any circumstances (absolute
prohibition).

SHOULD:

This term means that the requirement must be fulfilled under normal circumstances, but there
may be reasons to the contrary. These must be carefully assessed and well founded, however.

SHOULD NOT:

This term means that something should not be done under normal circumstances, but there
may be reasons to do it. These must be carefully assessed and well founded, however.

Basic Requirements are formulated as follows:
xyz MUST be done. xyz MUST NOT be done.

Standard Requirements and Requirements in Case of Increased Protection Needs are expressed
in the following form:

xyz SHOULD be done. xyz SHOULD NOT be done.

Individual statements in the Basic Requirements can be expressed with “SHOULD”. These
partial requirements in the Basic Requirements must not necessarily be fulfilled, but do occur
in connection with binding MUST requirements and complement them with additional
aspects. An excerpt from module OPS.1.2.2 Archiving is shown below as an example:

OPS.1.2.2.A8 Logging Archival Access [IT Operation Department] (B)

All attempts to access electronic archives MUST be logged. To this end, dates, times, users, clients and the
actions performed, as well as any error messages, SHOULD be recorded. |[...]

It is imperative that all attempts to access an electronic archive be logged. The first
requirement is therefore a partial MUST requirement. Whether or not all the data mentioned,
such as the user or client, can be recorded in detail can depend on technical or legal framework
conditions (among other things). As a result, the second requirement is a partial SHOULD
requirement.

Partial requirements can be expressed with “MUST” in Standard Requirements, as well. These
are aspects that must be fully met when the requirement is implemented. An excerpt from
Standard Requirement ISMS.1.A10 Drawing Up a Security Concept (from module ISMS.1 Security
Management) is shown below as an example:

ISMS.1.A10 Drawing Up a Security Concept (S)

For the specified scope (of the information domain), an adequate security concept SHOULD be drawn up as
the central document in the security process. [...] In the security concept, specific security safeguards



appropriate for the information domain under consideration MUST be derived from the security objectives
of the organisation, the protection needs identified and the risk evaluation conducted. [...]

The creation of a security concept is important. Since this usually involves a great deal of effort,
it often cannot be completed as a matter of priority in practice. Drawing up a security concept
is therefore a partial SHOULD requirement. However, certain activities are mandatory when
creating a security concept, which makes them partial MUST requirements. This includes the
fact that appropriate security safeguards must be derived from the security objectives of the
organisation and the protection needs identified.

In addition, there may be individual partial MUST requirements for Standard Requirements
which only need to be met under certain conditions. If, for example, communication links
SHOULD be encrypted, the encryption method used MUST also be suitable for this purpose.

In the case of Requirements in Case of Increased Protection Needs, the modal verb SHOULD is
mainly used. These requirements result from best practices and should be evaluated within the
scope of risk analysis.

Cross-reference tables

Each module includes an appendix with an overview of the relevant Elementary Threats. The
relationship between the Elementary Threats of IT-Grundschutz and the requirements of the
module can be obtained from the cross-reference tables. They can also be found in the
appendix to the module.

All cross-reference tables have the same layout. The column headers contain the numbers of
the Elementary Threats listed in the corresponding module. The first column contains the
numbers of the requirements.

The remaining columns describe the specific relationships between the requirements of the
module and the Elementary Threats. If an "X" is entered in a field, this means that the
requirement is effective in counteracting the corresponding threat. This can avoid or minimise
damage.

It should be noted that a requirement is not automatically superfluous if none of the threats
associated with it in a table are relevant to a certain application case. Whether or not a
requirement is necessary must always be checked and documented on a case-by-case basis
according to the overall security concept in question and not solely based on the cross-
reference table.

Revision of IT-Grundschutz modules

IT-Grundschutz undergoes continuous further development. In this respect, the IT-
Grundschutz Compendium is not only supplemented by modules on new topics; the existing
modules are also regularly revised so that the contents correspond to the current state of the
art.

If individual requirements of a module change, it may be necessary for IT-Grundschutz users
who have already implemented the module to adapt their existing security concepts. In order
to facilitate this, the BSI provides change logs with respect to the previous year's edition of the
IT-Grundschutz Compendium. These list all the changes made to modules that go beyond
minor linguistic or editorial issues. All the changes are documented in the section “What’s New
in the IT-Grundschutz Compendium”.

Note: The initial numbering of the individual requirements will remain the same following



revisions to modules in future editions. This ensures, for example, that security concepts or IT-
Grundschutz profiles that refer to specific requirements will still contain the correct references
even after the respective module has been updated. This means that when requirements are
added, removed or moved within a module, they may no longer be numbered in ascending or
continuous order. If, for example, a module that has previously comprised five Basic
Requirements (“A1” to “A5”) and 10 Standard Requirements (“A6” to “A15”) is supplemented by
a new Basic Requirement, this new requirement is assigned the number “A16” and placed
between “A5” and “A6” at the end of section 3.1, "Basic Requirements”.

Implementation recommendations

Detailed Implementation Guidance is available for many modules in the IT-Grundschutz
Compendium. It describes how the requirements of the modules can be implemented and
explains suitable security safeguards in detail. The safeguards can be used as a basis for security
concepts, but should be adapted to each organisation's framework conditions.

Implementation Guidance addresses the groups of persons that are responsible for the
implementation of the module requirements—for example, the IT Operation Department or
Building Services. It is not part of the IT-Grundschutz Compendium; it is published as auxiliary
resources for the modules.

Since many security requirements are usually covered by higher-level modules,
Implementation Guidance can include safeguards for several modules. For example, module
SYS.3.2.1 General Smartphones and Tablets includes a requirement regarding the use of access
protection. This applies to all smartphones and tables, regardless of the operating system. The
Implementation Guidance for SYS.3.2.3 iOS (for Enterprise) then describes safeguards specific to
iOS to meet this general requirement from SYS.3.2.1.

The safeguards found in Implementation Guidance are numbered in ascending order, with a
clear association between the safeguards (marked M) and the requirements (marked A).
Implementation Guidance does not distinguish between requirement categories.

Ways to apply the IT-Grundschutz Compendium

To successfully establish an ISMS, BSI Standard 200-2, IT-Grundschutz Methodology (together
with the IT-Grundschutz Compendium), provides a multitude of information on the
methodologies for Basic, Core and Standard Protection, as well as practical implementation
resources. In addition to this, there are potential solutions for various tasks relating to
information security—for example, security design, auditing and certification. Depending on
the task at hand, different ways of using IT-Grundschutz may be appropriate.



2 Layer Model and Modelling

When implementing IT-Grundschutz, the information domain under consideration must be
modelled with the help of the existing modules. This means that the relevant security
requirements must be compiled from the IT-Grundschutz Compendium. To this end, all
processes, applications and IT systems must be recorded or a structure analysis (and usually a
determination of the protection needs at hand) must be available. Building upon these
documents, an IT-Grundschutz model of the information domain is developed that consists of
the various IT-Grundschutz modules—some of which may be used several times—and a
mapping of these modules to the security-relevant aspects of the information domain.

Whether the information domain consists of IT systems already in use or is still in the
planning stages does not matter for the IT-Grundschutz model developed. The model can thus
be used in different ways:

The IT-Grundschutz model of an information system already implemented identifies
the relevant security requirements based on the modules used. It can be used in the
form of a Gap Analysis Plan to compare current circumstances to the target situation.

The IT-Grundschutz model of a planned information system, on the other hand,
constitutes a development concept. Using the selected modules, it describes the security
requirements that need to be met during the implementation of the information
domain.

Typically, an information domain currently in use comprises both implemented components
and others that are still being planned. The resulting IT-Grundschutz model then contains
both a Gap Analysis Plan and some elements of a development concept. Together, all the
security requirements envisaged in the Gap Analysis Plan and development concept form the
basis on which an IT security concept can be produced.

In general, the corresponding modules of the IT-Grundschutz Compendium must be selected
and implemented in order to model a complex information domain in line with IT-
Grundschutz. To facilitate this selection, the modules of the IT-Grundschutz Compendium are
first separated into process and system modules, and then into individual layers.

Process modules:

The process modules, which are usually equally applicable to all or major parts of an
information domain, are divided into the following layers, which can consist of their own
additional sublayers.

The ISMS layer includes the Security Management module as a basis for all further
activities in the security process.

The ORP layer addresses organisational and personnel security aspects. This layer
includes, for example, the modules Organisation and Personnel.

The CON layer includes modules that deal with concepts and methodologies. Typical
modules of the CON layer include Crypto Concept and Data Protection.

The OPS layer comprises all security aspects of an operational nature. This particularly
includes the security aspects of IT operations in both in-house environments and those



that are run partially or completely by third parties. Furthermore, it includes the
security aspects that are to be considered when running IT operations for third parties.
Examples of modules in the OPS layer include Protection Against Malware and
Outsourcing for Customers.

The DER layer contains all the modules which are relevant for reviewing the
implemented security safeguards, detecting security incidents and taking suitable
action in response. Typical components of the DER layer are Security Incident Handling
and Provisions for IT Forensics.

In addition to the process modules, the IT-Grundschutz Compendium also includes system
modules. In general, these are applied to individual target objects or groups of target objects.
The system modules are divided into the layers below. Like the process modules, system
modules can also contain further sublayers.

System modules:

« The APP layer deals with the protection of applications and services in
communications, directory services, network-based services and business and client
applications, amongst other areas. Typical modules within the APP layer include
General E-Mail Clients and Servers, Office Products, Web Servers and Relational Database
Systems.

The SYS layer addresses the individual IT systems of a given information domain that
may have been combined into groups. The security aspects of servers, desktop systems,
mobile devices and other IT systems such as printers and telecommunication systems
are addressed here. The SYS layer includes, for example, modules for specific operating
systems, as well as General Smartphones and Tablets and Printers, Copiers, and All-in-One
Devices.

The IND layer deals with the security aspects of industrial IT. This layer includes
modules such as Process Control and Automation Technology, General ICS Components
and Programmable Logic Controller (PLC).

The NET layer examines the networking aspects not primarily related to specific IT
systems, but to network connections and communication. It includes, for example, the
modules Network Management, Firewall and WLAN Operation.

The INF layer brings together different aspects of infrastructural security by addressing
architectural and technical factors. It includes the modules Generic Building and Data
Centre and Server Room.

2.1 Modelling

IT-Grundschutz modelling entails determining whether and how the modules of each layer
can be used to map a given information domain. Depending on the module at hand, this can
involve different target objects, such as applications, IT systems, groups of components, rooms
and buildings.

In the individual modules, section 1.3, "Not in Scope and Modelling", describes in detail when a
module should be used and the target objects to which it should be applied.

When modelling an information domain according to IT-Grundschutz, there may be target
objects that cannot be mapped adequately using the existing IT-Grundschutz modules. In this
case, a risk analysis must be performed as described in the IT-Grundschutz Methodology.



Many sublayers include general modules that describe fundamental aspects that also apply
generally to the specific modules in question. For instance, SYS.2.1 General Client includes
requirements for all client operating systems, which are then specified and expanded for
macOS, Windows, and Unix/Linux clients in the corresponding modules. For additional
examples, consider APP.2.1 General Directory Service or SYS.3.2.1 General Smartphones and
Tablets. Specific modules should always be use alongside the general modules. Furthermore,
general modules provide a good basis for modelling and risk analysis if no specific module
exists for a particular target object.

The following table provides an initial overview of the target objects to which the modules are
to be applied in each case and the order in which the modules can be implemented (for an
explanation of R1,R2 and R3, please see section 2.2, Processing Order of the Modules ).

There are modules that can be clearly associated with target object types such as IT systems,
applications, or information domains/generic aspects—that is, they deal exclusively or
predominately with these aspects. Some modules, such as OPS.1.2.4 Teleworking or INF.9 Mobile
Workplace, cannot be clearly associated with target object types because they address different
aspects. Teleworking, for example, deals with aspects of IT systems, communication links,
information flow, backups and so on. These modules therefore have an impact on the entire
information domain and are therefore associated with the target object “Information domain/
generic aspects”.

Module Order  Target Object
APP.1.1 Office Products R2 Application
APP.1.2 Web Browsers R2 Application
APP.1.4 Mobile Applications (Apps) R2 Application
APP.2.1 General Directory Service R2 Application
APP.2.2 Active Directory R2 Application
APP.2.3 OpenLDAP R2 Application
APP.3.1 Web Applications R2 Application
APP.3.2 Web Servers R2 Application
APP.3.3 File Servers R2 Application
APP.3.4 Samba R2 Application
APP.3.6 DNS Servers R2 Application
APP.4.2 SAP ERP Systems R2 Application
APPA4.3 Relational Database Systems R2 Application
APP.4.6 SAP ABAP Programming R2 Application
APP.5.2 Microsoft Exchange and Outlook R2 Application
APP.5.3 General E-Mail Clients and Servers R2 Application




APP.6 General Software R2 Application
.. Information domain/generic
APP.7 Development of Individual Software R3
aspects
CON.1 Crypto Concept R3 Information domain/generic
aspects
CON 2 Data Protection R2 Information domain/generic
aspects
CON.3 Backup Concept R1 Information domain/generic
aspects
CON.6 Deleting and Destroying Data and R1 Information domain/generic
Devices aspects
. . . Information domain/generic
CON.7 Information Security on Trips Abroad  |R3
aspects
Information domain/generic
CON.8 Software Development R3
aspects
CON.9 Information Exchange R3 Information domain/generic
aspects
L. Information domain/generic
CON.10 Development of Web Applications R2
aspects
. . Information domain/generic
DER.1 Detecting Security-Relevant Events R2
aspects
. . . Information domain/generic
DER.2.1 Security Incident Handling R2
aspects
DER.2.2 Provisions for IT Forensics R3 Information domain/generic
aspects
DER.2.3 Clean-Up of Extensive Security R3 Information domain/generic
Incidents aspects
DER.3.1 Audits and Revisions R3 Information domain/generic
aspects
DER.3.2 Audits Based on the BSI "Guideline for R3 Information domain/generic
IS Audits” aspects
. - Information domain/generic
DER 4 Business Continuity Management R3
aspects
IND.1 Process Control and Automation R2 Information domain/generic

Technology

aspects




IND.2.1 General ICS Components R2 IT system

IND.2.2 Programmable Logic Controller (PLC) R2 IT system

IND.2.3 Sensors and Actuators R2 IT system

IND.2.4 Machine R2 IT system

IND.2.7 Safety Instrumented Systems R2 IT system

INF.1 Generic Building R2 Building/room

INF.2 Data Centre and Server Room R2 Building/room

;I;Ifli.:sfrcl)lc:; roer Cabinet for Technical R2 Building/room

INF.6: Storage Media Archives R2 Building/room

INE.7 Office Workplace R2 Building/room

INF.8 Working from Home R2 Building/room

INF.9 Mobile Workplace R2 ;rsl;c;l(‘:rtrslation domain/generic
INF.10 Meeting, Event, and Training Rooms R2 Building/room

INF.11 Generic Vehicle R3 Building/room

INF.12 Cabling R2 Building/room

[SMS.1 Security Management R1 izllf)ZZIEation domain/generic
NET.1.1 Network Architecture and Design R2 Network

NET.1.2 Network Management R2 IT System

NET.2.1 WLAN Operation R2 Network

NET.2.2 WLAN Usage R2 IT system

NET.3.1 Routers and Switches R2 IT system

NET.3.2 Firewall R2 IT system

NET.3.3 VPN R2 IT System

NET.4.1 Telecommunications Systems R2 IT system

NET.4.2 VoIP R2 IT system

NET.4.3 Fax Machines and Fax Servers R2 IT system

OPS.1.1.2 Proper IT Administration R1 Information domain/generic




aspects

Information domain/generic

OPS.1.1.3 Patch and Change Management R1
aspects
. . Information domain/generic
OPS.1.1.4 Protection Against Malware R1
aspects
OPS.1.1.5 Logging R1 Information domain/generic
aspects
Information domain/generic
OPS.1.1.6 Software Tests and Approvals R1
aspects
OPS.12.2 Archiving R3 Information domain/generic
aspects
OPS.12.4 Teleworking R3 Information domain/generic
aspects
. Information domain/generic
OPS.1.2.5 Remote Maintenance R3
aspects
. Information domain/generic
OPS.2.1 Outsourcing for Customers R2
aspects
OPS.2.2 Cloud Usage R2 Information domain/generic
aspects
) . ) Information domain/generic
OPS.3.1 Outsourcing for Service Providers R3
aspects
ORP.1: Organisation R1 Information domain/generic
aspects
ORP.2: Personnel R1 Information domain/generic
aspects
ORP.3 Information Security Awareness and R1 Information domain/generic
Training aspects
. Information domain/generic
ORPA4 Identity and Access Management R1
aspects
. Information domain/generic
ORP.5: Compliance Management R3
aspects
SYS.1.1 General Server R2 IT system
SYS.1.2.2 Windows Server 2012 R2 IT system
SYS.1.3 Unix Servers R2 IT system
SYS.1.5 Virtualisation R2 IT system




SYS.1.7 IBM Z System R2 IT system

SYS.1.8 Storage Solutions R2 IT system
SYS.2.1 General Client R2 IT system
SYS.2.2.2 Windows 8.1 Clients R2 IT system
SYS.2.2.3 Windows 10 Clients R2 IT system
SYS.2.3 Unix Clients R2 IT system
SYS.2.4 macOS Clients R2 IT system
SYS.3.1 Laptops R2 IT system
SYS.3.2.1 General Smartphones and Tablets R2 IT system

SYS.3.2.2 Mobile Device Management (MDM)  R2 Information domain/generic

aspects
SYS.3.2.3i0S (for Enterprise) R2 IT system
SYS.3.2.4 Android R2 IT system
SYS.3.3 Mobile Telephones R2 IT system
SDii.iélc.;sPrinters, Copiers, and All-in-One R2 IT system
SYS.4.3 Embedded Systems R2 IT system
SYS.4.4 General IoT Devices R2 IT system
SYS.4.5 Removable Media R2 IT system

2.2 Processing order of the modules

To cover basic risks and establish holistic information security, the essential security
requirements must be fulfilled at an early stage and corresponding security safeguards must be
implemented . This is why IT-Grundschutz proposes an order in which modules should be
implemented (see chapter 2.1, Modelling).

« R1:These modules should be implemented with priority because they are the basis for
an effective security process.

« R2:These modules should be implemented next because they are required to achieve
sustainable security in essential parts of an information domain.

« R3:These modules are also needed to achieve the desired security level and must be
implemented. The BSI recommends considering these after the other modules.

These designations serve to describe a sensible order in which the requirements of a given
module can be implemented; it is not meant to indicate that any module has any more weight
than another. In principle, all the modules of the IT-Grundschutz Compendium that are



relevant to the information domain under consideration must be implemented.



Roles

Compliance Manager

A Compliance Manager is responsible for identifying the statutory, contractual, and other
specifications relevant to their organisation and checking them for compliance.

Audit Team

An Audit Team is composed of auditors and professional experts who support the Audit Team
leader with technical advice during audits.

Construction Manager

A Construction Manager is responsible for the execution of construction projects.

User

A User is an employee in an organisation who uses information technology to perform their
tasks. IT Users and Users are considered synonymous in this case because today, almost every
employee of a given organisation uses information technology to perform their tasks.

Area Security Officer

An Area Security Officer is responsible for all security issues relating to business processes,
applications, and IT systems in their area (e.g. a department or remote office). Depending on
the size of the business unit at hand, the responsibilities of an Area Security Officer can be
assumed by someone who is already entrusted with similar tasks.

Procurement Department

A Procurement Department initiates and monitors acquisitions. Government organisations
follow defined procedures for procurement. The Procurement Department role includes the
responsible organisational unit head.

Fire Safety Officer

A Fire Safety Officer is responsible for all issues relating to fire safety and serves as a contact
person in this regard. Amongst other things, this person is responsible for drawing up fire risk
analyses, training and education programmes for employees, and sometimes even for
maintaining and servicing fire safety equipment.

Data Protection Officer

A Data Protection Officer is a person appointed by an organisation's Top Management who is
responsible for ensuring that personal data is handled correctly and in a legally compliant
manner within the organisation.



Developer

In the context of IT-Grundschutz, a Developer is a person involved in the development of
software, hardware, or entire systems. In IT-Grundschutz, the role of Developer includes
various other roles, such as software architect, software designer, software developer, and
tester. The Developer role includes the responsible organisational unit head.

Construction Company

A Construction Company is a company that installs a certain type of equipment, but can also
include those that construct buildings.

Department

A Department is a part of an organisation that is responsible for performing certain specialised
tasks. In state and federal administrations in Germany, a Department is an organisational unit
consisting of several sub-departments with related tasks.

Process Owner

A Process Owner is responsible for the content of one or more business processes or
specialised procedures. In IT-Grundschutz, various other roles are grouped together under the
role of Process Owner. These include the roles of change manager and archive administrator.

Building Services

Building Services is the organisational unit responsible for the infrastructure in a building or
on a property. Examples of this infrastructure include electrical engineering, signalling and
control technology, security technology, IT networks (in the physical sense), heating and
sanitary engineering, and lifts and escalators. The Building Services role includes the
responsible organisational unit head.

ICS Information Security Officer

An ICS Information Security Officer (often also known as an Industrial Security Officer) is a
person appointed by an organisation's Top Management to ensure that special requirements in
the area of industrial control are covered and that the ICS security organisation is integrated
into the overall scope of the ISMS in place.

Chief Information Security Officer (CISO)

A CISO is a person appointed by an organisation's Top Management to coordinate and advance
tasks pertaining to information security.

Organisation

In the context of IT-Grundschutz, the term “organisation” refers to companies, public
authorities, and other public and private organisations.

Top Management

This term refers to the executive management level of the organisation or organisational unit
under consideration.



IS Audit Team

An IS Audit Team is composed of IS auditors and professional experts who support the person
in charge of an IS audit, particularly from a technical perspective.

IT Operation Department

An IT Operation Department is an organisational unit that configures, operates, monitors, and
maintains internal IT. The IT Operation Department role includes the responsible
organisational unit head.

Employee

An employee is part of an organisation.

BCM Officer

A BCM Officer controls all activities in the field of business continuity management. They are
responsible for the creation, implementation, maintenance, and support of an organisation-
wide BCM process and of the corresponding documents, regulations, and safeguards. They
analyse the overall BCM procedure that is to be followed should an event of damage occur.

OT Operations (operational technology)

OT Operations is responsible for configuring, operating, monitoring, and maintaining ICS
systems.

Head of OT

A Head of OT (also known as the Head of Production and Manufacturing) directs production
and manufacturing and/or bears responsibility for the industrial control systems (ICS) used by
their organisation.

A Head of OT is also responsible for assessing information security risks to the integrity of
safety instrumented systems (SIS) and taking appropriate state-of-the-art safeguards. In
particular, they are responsible for training their organisation's workforce on information
security issues.

Human Resources Department

A Human Resources Department is responsible for the following tasks, among others:

Handling basic HR issues

Planning staff requirements

e Managing employees' HR-related matters

Supporting employees from a social perspective

Co-operating with employee representatives

The Human Resources Department role includes the responsible organisational unit head.



Planner

The general term "planner” includes roles such as a "network planner" and "construction
planner". This term refers to persons responsible for planning and designing specific tasks.

Tester

Testers are people who test new or changed software and/or hardware and compare the results
against the corresponding expectations according to procedures and criteria previously
specified in a test plan.

Supervisor

A Supervisor is an employee of an organisation who is authorised to assign jobs to the
employees in their area.

Maintenance Personnel

Maintenance Personnel are employees of external service providers who have been
commissioned with the maintenance of technical systems (e.g. ICS or IT systems) in a given
information domain. It is usually necessary for Maintenance Personnel to have access to the
systems in question.

Central Administration

This organisational unit regulates and supervises general operations and plans, organises, and
carries out all administrative services. The Central Administration role includes the responsible
organisational unit head.



Glossary

This glossary explains the most important terms related to information security and IT-
Grundschutz. An additional glossary (in German) on cyber security can be found on the BSI
website at https://www.bsi.bund.de/DE/Service-Navi/Cyber-Glossar/cyber-glossar_node.html.

Requirement in case of increased protection needs

See “Security requirement”.

Attack

An attack is a deliberate form of threat, namely an undesired or unauthorised action executed
with the goal of gaining advantages and/or causing damage to third parties. Attackers may also
act on behalf of third parties who wish to gain an advantage through the attack.

Assets

Assets refer to inventories of objects which are required for a specific purpose, in particular to

meet business objectives. As a synonym for “asset”, the German term “Wert” (English: value) is

often used. However, the term “value” has a wide range of meanings, from the social relevance
of something to the intrinsic quality of an object. In IT-Grundschutz, the term “assets” should

be understood as “valuable target objects”.

Authentication

Authentication refers to the process of proving or verifying authenticity. An identity can be
authenticated, amongst other means, by a password, chip card, or biometry; data, meanwhile,
can be authenticated using cryptographic signatures (for example).

Authenticity

In the context of IT-Grundschutz, authenticity is a characteristic ascribed to a communication
partner who actually is who they claim to be. Authentic information is information guaranteed
to have been created by the source specified. This term is used not only when checking the
identity of persons, but with regard to IT components and applications, as well.

Authorisation

An authorisation process checks whether a person, an IT component, or an application has
permission to perform a specific action.

Basic Protection

Basic Protection enables organisations to implement broad and fundamental initial safeguards
across all their business processes and/or specialist procedures as a first step in applying IT-
Grundschutz.



Basic Requirement

See “Security requirement”.

Modules

The IT-Grundschutz Compendium contains explanations regarding threat landscapes, security
requirements, and additional information that are summarised in modules on specific
processes, components, and IT systems. Based on this modular structure, the IT-Grundschutz
Compendium focuses on presenting the key security requirements in each topic area. The basic
structure the IT-Grundschutz Compendium is divided into process-oriented and system-
oriented modules, which are also categorised by subject in a layer model.

IT Security Officer

A person with technical competence in IT security who is in charge of aspects related to IT
security in a large organisation and cooperates closely with the IT Operations Department. The
Chief Information Security Officer (CISO) designs information security management and
establishes general security objectives and provisions; an IT Security Officer ensures that these
are implemented on the technical side. An IT Security Officer thus usually operates in the field
of IT, whilst a CISO reports directly to the management level.

Basic threat

In general terms, a threat is an event or condition which involves the risk of damage. The
possible damage in this case relates to actual value—in terms of financial assets, knowledge,
objects, or people’s health, for example. In IT terms, a basic threat is a condition or event which
can negatively affect the availability, integrity, or confidentiality of information, which in turn
may result in damage to the owner and/or user of the information. Examples of basic threats
include force majeure, human error, technical failure, and deliberate acts. If a basic threat
encounters a vulnerability (technical or organisational shortcomings in particular), an applied
threat arises.

BIA (business impact analysis)

Abusiness impact analysis is designed to determine the direct and indirect consequential
damage an organisation could suffer following an emergency or crisis and the failure of one or
several business processes. It is a procedure designed to identify critical resources and recovery
requirements, as well as the effects of unscheduled interruptions in business operations.

Business continuity management

Business continuity management (BCM) refers to all organisational, technical, and personnel
safeguards that serve to ensure the continuity of the core business of a public authority or
company when an emergency and/or a security incident occurs. Furthermore, BCM also
supports the successive continuation of business processes during long-term failures or
malfunctions.

Cyber security

Cyber security addresses all aspects of security in the fields of information and
communications technology. The key tasks of information security are thus extended to all of
cyberspace. Cyberspace includes all the information technology connected to the Internet and



comparable networks, as well as communications, applications, processes, and processed
information based thereon. Considerations of the subject of cyber security often include a
specific focus on attacks from cyberspace.

Data protection

Data protection seeks to safeguard individuals' right to privacy from being violated through
improper handling of their personal data. Data protection therefore refers to the protection of
personal data against possible misuse by third parties (not to be confused with the term "data
security").

In English, “data protection” refers to data protection as a legal term. The term “privacy”, on the
other hand, is more directly related to the lives of people (i.e. the protection of their privacy)
and is used primarily in the United States, although its use is becoming more common in the
European Union.

Data protection management

Data protection management refers to the processes necessary to ensure the implementation
of the legal requirements of data protection law when planning, configuring, and operating
procedures used to process information, as well as after these procedures are taken out of
operation.

Data security

Data security refers to the protection of data in connection with stipulated requirements
regarding confidentiality, availability and integrity. A modern term for this is “information
security”.

Specialised task

Specialised tasks are those that relate to an organisation’s specific purpose or mission. In IT-
Grundschutz, the term “specialised tasks” refers to the business processes of public authorities.

Danger

"Danger" is often regarded as a generic term, whereas "threat" is understood as a danger
described in more detail (with regard to type, scope, and direction, as well as in spatial and
temporal terms). For example, the potential loss of data is a danger. Loss of data may occur due
to a defective hard disk or as the result of a hard disk being stolen by a thief, among other
things. The threats in this case thus include "defective storage media" and "theft of storage
media". However, since this differentiation is not made consistently in the related literature
and its significance is more academic in nature, "danger" and "threat" can be deemed
synonymous.

Applied threat

An applied threat is a basic threat that has a direct effect on an object as the result of a
vulnerability. A basic threat therefore only becomes an applied threat to an object when it is
combined with a vulnerability.

For example, is malware a basic or an applied threat to a user who is surfing the Internet?
According to the above definition, all users are exposed in principle to the basic threat of



malware on the Internet. A user who downloads a file infected with malware is then exposed to
an applied threat if their IT system is vulnerable to this type of malware. Users with effective
anti-virus protection, a configuration that will prevent the malware from working, or an
operating system incapable of executing the malware code, however, will not be exposed to an
applied threat if they download this harmful software.

Business process

Abusiness process is a set of logically linked individual activities (tasks, workflows) that are
carried out to meet commercial or operational objectives.

Key security objectives

IT-Grundschutz defines three key security objectives: confidentiality, availability, and integrity.

Each IT-Grundschutz user is, of course, free to include additional key security objectives when
assessing protection requirements if this is helpful in individual cases. Further generic
umbrella terms in the field of information security include authenticity, liability, reliability,
and non-repudiation.

Industrial control system (ICS)

ICS is a generic term for automation solutions that are used to control technical processes.

An industrial control system (ICS, IACS) is an integrated hardware and software solution for
automation that includes sensors, actuators, and their networking, as well as procedures for
evaluating and controlling primarily industrial processes. Processes for the operation of
machines are automated through continuous measurement and control.

Information security

The aim of information security is to protect information. This information might be stored on
paper, in IT systems, or inside people's heads. The primary objectives (or "core values") of
information security are confidentiality, integrity, and availability. Many users include
additional core values in their considerations.

Chief Information Security Officer (CISO)

A Chief Information Security Officer (CISO) is responsible for achieving and maintaining
information security from a operative standpoint. A CISO may also be referred to as an
information security manager (ISM). The role of CISO should be assumed by a person in the
administrative executive department of a company or public authority who has expertise in
information security .

Information security management

The planning, management, and control activities that are essential in establishing and
continuously implementing a thoroughly thought through and effective process for ensuring
information security are referred to as information security management. This is a continuous
process that involves monitoring strategies and concepts on an ongoing basis in terms of their
performance and effectiveness and updating them as required.



Information security management team

In larger organisations, it makes sense to establish an IS management team (often also referred
to as an IT security management team) to support the CISO—for example, by coordinating
comprehensive safeguards in the overall organisation at hand, compiling information, and
performing monitoring tasks.

Information security audit based on IT-Grundschutz (IS audit)

Information security auditing is part of every successful information security management
system. Only by regularly reviewing established security safeguards and the overarching
information security process is it possible to determine whether they are being implemented
in an efficient, up-to-date, complete, and appropriate manner and thereby assess the respective
organisation's currently level of information security. Hence, an IS audit is a tool for
determining, achieving, and maintaining an appropriate level of security within an
organisation.

Information domain

An information domain refers to all the infrastructural, organisational, personnel-related, and
technical objects that are used to perform tasks in a particular field of application in
information processing. An information domain may refer to an entire organisation or to
individual areas defined by organisational structures (e.g. departments), or by joint business
processes and/or shared applications (e.g. an HR information system).

Infrastructure

In terms of IT-Grundschutz, infrastructure is understood to include the buildings, rooms,
power supplies, air conditioning systems, and cabling used for IT. IT systems and network
switching elements are not part of infrastructure.

Organisation

In this context, the term “organisation” refers to companies, public authorities, and other
public and private organisations.

Integrity

Integrity refers to ensuring the correctness (intactness) of data and the correct functioning of
systems. When the term "integrity" is used in connection with the term “data”, it means that
the data in question is complete and unchanged. In information technology terms, however,
integrity is typically used more broadly to describe “information”. The term “information” is
used for data that, depending on the context, can be associated with certain attributes, such as
the author or the time and date of creation. Loss of the integrity of information can therefore
mean that it was changed without authorisation, the information regarding the author was
tampered with, or that the date of creation was manipulated.

IT-Grundschutz Check

In IT-Grundschutz, this term (which has replaced the term "basic security check") refers to the
investigation of whether the requirements recommended by IT-Grundschutz have already
been met in an organisation and which basic security requirements still need to be fulfilled.



IT-Grundschutz Compendium

The modules of IT-Grundschutz make up the IT-Grundschutz Compendium. It is the successor
to the IT-Grundschutz Catalogues, which were available up to their 15th version.

IT system

IT systems are closed technical and functional units designed for information processing.
Typical examples include servers, clients, mobile phones, smartphones, tablets, IoT
components, routers, switches, and firewalls.

Core protection

Core protection focuses primarily on business processes and assets that are particularly
exposed to risks.

Components

In software architecture, a component is an independently usable unit with external interfaces
that can be connected to other components. It is both functionally and technically
independent and has a certain value (in the economic sense).

In IT-Grundschutz, the term "components" refers to technical target objects (see “target
object”) or parts thereof.

Crown jewels

Crown jewels are assets that are so crucial to an organisation that its existence would be
threatened if they were to be stolen, destroyed, or otherwise compromised.

Cumulative effect

The cumulative effect refers to the fact that an IT system may be in need of increased
protection if the accumulation of several instances of (small-scale) damage to the system could
lead to a higher level of total damage. This may be the case if several IT applications or
numerous pieces of sensitive information are processed on a single IT system, for example.

Information security policy

This policy document is central to the information security of an organisation. It describes
how information security is to be established in the organisation, for which purposes, and with
which resources and structures. It contains the information security objectives the
organisation aims to achieve and the information security strategy it is pursuing. Through
these defined objectives, an information security policy therefore also describes the level of
security an organisation is seeking to attain.

Maximum principle

According to the maximum principle, the potential damage or the total damage with the most
serious effects determines the protection requirements of a business process, an application, or
an IT system.



Modelling

When applying the IT-Grundschutz methodology, the modelling phase involves mapping the
information domain considered in a given organisation with the help of the modules from the
IT-Grundschutz Compendium. To this end, the “Not in Scope and Modelling” section of each
module contains information on the target objects to which it should be applied and the
requirements that may need to be taken into account.

Network plan

A network plan is a graphical overview of the components in a network and their connections.

Non-repudiation

Here, the main focus is on the verifiability of third parties. The aim is to ensure that the sending
and receiving of data and information cannot be denied. A differentiation is made between the
following:

¢ Non-repudiation of origin: It should be impossible for the sender to deny having sent a
certain message after the fact.

¢ Non-repudiation of receipt: It should be impossible for the recipient to deny having received
a certain message after the fact.

Risk

Risk is also often defined as the combination (i.e. the product) of the likelihood and extent of
damage. Damage, meanwhile, is frequently described as the difference between a planned and
an unplanned result. Risk is a special form of uncertainty or, more accurately, imponderability.

A CISO also defines risk as the result of imponderables regarding target objects. Along these
lines, the term "consequences" is sometimes used rather than "damage" if events occur that
deviate from the corresponding expectations. A consequence may be negative (damage) or
positive (opportunity). However, the above-mentioned definition has proved more common in
practice.

In contrast to the term “applied threat”, the term “risk” already includes an assessment of the
extent to which a certain damage scenario is relevant to the scenario under consideration.

Risk analysis

Risk analysis refers to the complete process of determining (identifying, assessing, and
evaluating) and treating risks. According to the relevant ISO standards ISO 31000 and ISO
27005, risk analysis is only one part of risk determination, which consists of the following
steps:

¢ Risk identification
¢ Risk analysis

e Risk evaluation

In the meantime, however, the term “risk analysis” has been established for the entire process
of risk determination and risk treatment. Therefore, the term “risk analysis” is still used inIT-
Grundschutz to refer to the comprehensive process.



Risk appetite (also "risk propensity" or "willingness to take risks")

Risk appetite refers to an organisation’s tendencies in assessing and dealing with risks based on
its cultural, internal, external, and economic influences.

Risk treatment plan

Meeting all the Basic and Standard Requirements of IT-Grundschutz and any applicable
requirements in case of increased protection needs is a considerable challenge for any
organisation. In practice, not all requirements can be met due, for example, to circumstances
that make meeting them unreasonable (procurement of new information technology, plans to
move, etc) or impossible based on the organisational or technical framework conditions at
hand (such as when a particular IT system or application is simply not used). Existing deficits in
the implementation of security safeguards that pertain to the security requirements at hand
and their related risks must be documented in the form of a management report, which should
include an implementation plan for the further treatment of the risks present. This risk
treatment plan should include a description of the resources planned and the time constraints
to be observed. It must be signed and approved by the respective organisation's top
management.

The individual requirements of the risk treatment plan must be reviewed at least once a year.
An organisation’s top management must avoid assuming risks for an extended and undefined
period of time because such risks can change in a short time in the field of information
security. Assuming risks for an undefined period of time involves the danger that they may
only be reviewed and evaluated on a particular reference date and not reconsidered thereafter.

Risk management

Risk management refers to all activities involving the strategic and operative treatment of risks
(i.e. identifying, controlling, and monitoring risks) for an organisation.

Strategic risk management describes the essential framework conditions that shape an
organisation's approach to handling risks, its culture regarding the handling of risks, and the
methodology is follows in doing so. These principles for the treatment of risks within an ISMS
must be consistent and aligned with the framework conditions of the organisation's overall
risk management efforts.

The framework conditions of operative risk management include a control process consisting
of the following steps:

e Risk identification
e Risk assessment and evaluation

e Risk treatment

Risk monitoring

Risk communication

Damage / consequence

A deviation from an expected result leads to a consequence (often referred to as “damage”). In
principle, this can be a positive or a negative deviation.

A positive consequence within the meaning of risk analysis is also referred to as an



opportunity. In most cases, however, only negative consequences (i.e. damage) are considered
in risk analysis.

The scale of damage, which is also defined as "impact", can be referred to as directly
quantifiable or not directly quantifiable. Quantifiable damage can usually be described in terms
of direct efforts (e.g. of a financial nature). Damage that is not directly quantifiable includes, for
example, damage to one’s image or opportunity costs. In these cases, the actual extent of
damage can often only be assumed or estimated. Any specifications in this regard are usually
classified in categories based on empirical or industry values.

Protection needs

Protection needs describe the protection that is adequate and appropriate to protect specific
business processes, the information processed in conducting them, and the information
technology employed in doing so.

Determining protection needs

The process of determining protection needs identifies the safeguards required by specific
business processes; the information processed in conducting them; and the IT systems, room:s,
and communication connections involved. To this end, the damage to be expected should the
core values of information security (confidentiality, integrity, and availability) be impaired is
considered for each application and the information it processes. Here, it is also important to
realistically estimate the possible consequential damages. Experience has shown that it is best
to divide protection needs into three categories: "normal”, "high", and "very high".

Vulnerability

Avulnerability is a security-relevant flaw in an organisation's IT system. It may be caused by an
error in design, implementation, configuration, operation, the algorithms used, or the
organisation itself. A vulnerability may turn a basic threat into an applied threat that damages
an object (read: an organisation or one of its systems).

Security requirement

The term “security requirement” refers to requirements for organisational, infrastructural,
technical, or personnel-related areas that must be fulfilled in order to increase or otherwise
support information security. A security requirement also describes what has to be done in
order to achieve a specific level of information security. Ways to fulfil such requirements in
specific cases are described in corresponding security safeguards (see below). The term
“control” is also often used for security requirements.

IT-Grundschutz differentiates between Basic Requirements, Standard Requirements, and
requirements in case of increased protection needs. Basic Requirements are fundamental and
must always be implemented unless there are substantial reasons against it. Standard
Requirements must generally be implemented for normal protection needs unless they are
replaced by alternatives that are at least equally effective or the residual risk in question in
consciously accepted. Requirements in case of increased protection needs are exemplary
suggestions which should be implemented in an appropriate manner to meet corresponding
protection requirements.



Security concept

A security concept aids in implementing an organisation's security strategy and describes its
planned approach to achieving its security objectives. A security concept is the main document
in an organisation's security process. It must be possible to trace every security safeguard back
to the respective security concept.

Drawing up a security concept

Drawing up a security concept is one of the primary tasks of information security
management. Based on the results of structure analysis and the determination of protection
needs, the required security safeguards are identified and documented in a corresponding
security concept.

Security safeguard

The term "security safeguard"” (or simply "safeguard") refers to any action that serves to control
and counteract security risks. This includes organisational, personnel, technical, and
infrastructural security safeguards. Security safeguards help fulfil security requirements (see
above). The terms “security measure” or simply “measure” are sometimes used as synonyms.

Security policy

A security policy formulates an organisation's official security objectives and general security
requirements. Detailed security safeguards are contained in a more comprehensive security
concept.

Standard Protection

Standard Protection essentially corresponds to the classic IT-Grundschutz methodology of BSI
Standard 100-2. Standard Protection provides a CISO with a means of safeguarding their
organisation's assets and processes in a comprehensive and in-depth manner.

Standard requirement

See “Security requirement”.

Strong authentication

Strong authentication refers to the combination of two or more authentication techniques—
for example, a password plus a transaction number (a one-time password) or a chip card. For
this reason, strong authentication is also often referred to as two-factor or multi-factor
authentication.

Structure analysis

As part of a structure analysis, the necessary information on the information domain, business
processes, applications, IT systems, networks, rooms, buildings, and connections under
consideration is captured and prepared to support the next steps of IT-Grundschutz.

Binding character

Binding character refers to the combined security objectives of authenticity and non-



repudiation. For the transmission of information, this means that a source of information has
proven its identity and the receipt of the corresponding message cannot be denied.

Availability

Services, information, and the functions of IT systems, IT applications, and IT networks are
considered available when users are able to access them as intended at all times.

Distribution effect

The distribution effect may have a relativising influence on protection needs if an individual
application has high protection needs, but its protection needs are not applicable to a given IT
system due to the fact that only insignificant parts of the application run on said system.

Confidentiality

Confidentiality means protection against the unauthorised disclosure of information.
Confidential data and information should only be accessible to those authorised using the
methods permitted.

Asset

Assets include anything that is important to an organisation (e.g. financial assets, knowledge,
objects, health).

Certificate

The term "certificate" is used in information security contexts in different ways. The main
definitions are as follows:

e [SO 27001 certificate: The standard ISO 27001, “Information Technology - Security
Techniques - Information Security Management Systems Requirements Specification”,
makes it possible to obtain certification for an IT security management system.

e [SO 27001 certificates based on IT-Grundschutz: These certificates confirm that all relevant
security requirements according to IT-Grundschutz have been implemented in a specific
information domain. One prerequisite of receiving an ISO 27001 certificate based on IT-
Grundschutz is an examination by an ISO 27001 IT-Grundschutz auditor licensed by the BSIL.
The tasks of an ISO 27001 IT-Grundschutz auditor include inspecting the reference
documents created by the organisation in question, conducting an on-site examination, and
creating an audit report. Based on the audit report, the BSI certificate authority determines
whether the necessary security requirements have been implemented. If this is the case, it
issues a certificate and publishes it if this is requested by the applicant.

e Key certificate: A key certificate is an electronic confirmation used to assign signature
verification keys to a person. A certificate is required as confirmation from a trustworthy
third party to prove that the cryptographic key used to generate a digital signature does
belong to the signee.

e Certificate of IT product security: Certification is performed according to internationally
recognised security criteria, such as the Common Criteria (ISO/IEC 15408). On this basis, a
wide range of different products can be evaluated. It is essential, however, that the security
properties confirmed in a given certificate at the end of the procedure support the



preservation of confidentiality, availability, and integrity.

A digital certificate is a data record that confirms certain properties of persons or objects and
can be verified in terms of its authenticity and integrity by cryptographic procedures. Among
other things, a digital certificate enables the use of electronic signatures.

Target object

Target objects are the parts of a given information domain that can be assigned to one or more
modules of the IT-Grundschutz Compendium within the framework of modelling. Target
objects may include physical objects, such as IT systems. In many cases, however, target objects
are logical objects such as organisational units, applications, or an entire information domain.

System access

This type of access refers to the use of IT systems, system components, and networks. System
access authorisations therefore allow a user to utilise such resources.

Data access

This type of access refers to the use of information or data. Data access authorisations thus
determine who (within the framework of roles) or which IT applications are authorised to
execute transactions and use information, data, or IT applications.

Site access

This type of access refers to entry into restricted physical areas, such as certain rooms or
protected sections of a property. Site access authorisations therefore allow people to enter such
areas.



ISMS.1 Security Management

1 Description

11 Introduction

The planning, management, and monitoring role that is essential to setting up and
continuously implementing a well thought-out and effective process for maintaining
information security is referred to as (information) security management. A properly
functioning security management process must be embedded into the existing management
structures of every organisation. For this reason, it is practically impossible to specify an
organisational structure for security management that is directly applicable to every
organisation. Instead, such structures often need to be adapted to the specific conditions of the
organisation at hand.

1.2 Objective

The objective of this module is to illustrate how a functioning information security
management system (ISMS) can be established and developed further during live operations.
To accomplish this, the module describes a systematic security process and provides
instructions for creating a security concept.

1.3 Not in scope and modelling

The module ISMS.1 Security Management must be applied once to the entire information
domain under consideration.

The module is based on the BSI Standards 200-1, “Information Security Management Systems
(ISMS)”, and 200-2, “IT-Grundschutz Methodology”. It summarises the most important aspects
of security management.

Security audits should be carried out in organisations on a regular basis. Detailed requirements
for this are not covered in this module; they can be found in module DER 3.1 Audits and
Revisions. The security risk awareness of all an organisation's employees and other relevant
persons (such as external employees or project members) should be raised in a suitable and
systematic manner for each target group. These individuals should also be trained in aspects of
information security. Detailed requirements for this can be found in ORP.3 Information Security
Awareness and Training.

This module does not deal with specific aspects of human resources or organisation. These
requirements are dealt with in the modules ORP.2 Personnel and ORP.1 Organisation.



2 Threat Landscape

For module ISMS.1 Security Management, the following specific threats and vulnerabilities are of
particular importance:

2.1 Lack of personal responsibility in the security process

If the roles and responsibilities in an organisation's security process are not clearly defined, it is
likely that many employees will reject or forget their responsibility for information security by
pointing out that those above them in the organisational hierarchy are responsible. As a result,
security safeguards will not be implemented because they almost always initially represent an
additional effort on top of employees' usual work.

2.2 Lack of support from top management

If those responsible for security are not fully supported by an organisation's top management,
it can be difficult to enforce the necessary safeguards. This is especially true for persons who
are above the person responsible for security in an organisation's hierarchy. In such cases, it is
impossible to fully implement the security process.

2.3 Inadequate strategic and conceptual specifications

Many organisations create a security concept, but fail to communicate its contents beyond a
small circle of people. This leads to a conscious or unconscious failure to comply with
requirements in situations where organisational time and effort would be required.

Even if a given security concept contains strategic objectives, these are often regarded by the
organisation's top management as just a collection of declarations of intent. The resources
then made available to achieve these objectives are often insufficient. It is also often wrongly
assumed that security is automatically maintained in an automated environment.

Without strategic guidelines, there is often an unstructured response to instances of damage.
This means only some aspects can be improved in the best case scenario.

24 Inadequate or misdirected investments

If an organisation's top management is not adequately informed of the security status of all
business processes, IT systems, and applications (as well as existing shortcomings), insufficient
resources will be provided for the security process, or these resources will not be used properly.
In the latter case, this may result in one area having an excessive level of security, while other
areas have serious security shortcomings.

It is not unusual to find expensive technical security solutions being used incorrectly to the
point that they are ineffective or even pose a security risk themselves.

2.5 Inadequate enforcement of security safeguards

In order to achieve a consistent and adequate level of security, different areas of responsibility
within an organisation must cooperate with each other. However, a lack of strategic guidance
and unclear objectives sometimes 